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1 Introduction

By Q2 2026 the Danish Agency for Digital Government will launch the Danish Digital Identity Wallet (DKTB),
hereafter AltID. This document describes how a relying party, i.e. a Verifier, may utilize AltID for receiving
attestations in online (remote) and proximity usage scenarios. The intention is to provide the technical information
necessary for Verifiers to implement support for requesting and receiving attestations from AltID. The target
audience for this document is therefore IT professionals that are interested in knowing how an attestation from
AltID is requested and presented to an IT system.

Because this document focuses on receiving attestations it does not include a general introduction to the Danish
Digital Identity Wallet project. If you as a reader are looking for a general introduction, we recommend reading the
following paper before engaging with this document (albeit in Danish): Notat om den nationale digitale

identitetstegnebog?. Should you have any questions about the documentation, they can be sent to altid@digst.dk.

The development of AltID stems from the elDAS2-regulation. AltID is therefore, to a large degree built on standards
and specifications agreed upon in the EU, enabling the use of AltID across the EU, among other things for age
verification. If you are interested in knowing more about the related work in EU, see [ARF] and [AVP].

The technical documentation is structured as follows - The first section is the present introduction. The
introduction also contains a terminology list. The second section presents a short description of the AltID app itself
as well as a description of the two first attestations - Proof of Identity (PID) and Proof of Age (PoA) and the
verification mechanisms underpinning the issuance and validation of these attestations. Section 3 and 4 present
the two transmission protocols that can be used for receiving an attestation from AltID and implementation
guidelines for these. The Appendices contain the data structures, guidelines for validation of the attestations as
well as practical examples for each of the protocols. Figure 1 illustrates the contents in scope of this document:
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Figure 1: Overview of scope for this document
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1.1 Terminology

AItID: The Danish Digital Identity Wallet
Attestation (or credential): A set of one or more claims about a subject made by an Issuer
Issuer: A public entity that issues attestations to a User.

Wallet: An entity used by the User to receive, store, present, and manage Attestations and key material, i.e. the
AltID app.

User: A natural person to whom a Wallet (AltID) has been issued and who uses it to receive, store, manage and
present attestations.

Verifier: An entity that requests and verifies information presented by a User through the AltID system. In eIDAS2
terminology a Verifier is referred to as a relying party.

Presentation: Data that is presented to a Verifier, derived from an Attestation. l.e. Verifiers receive presentations
rather than actual attestations.

OID4VP: OpenlD for Verifiable Presentations 1.0 [OID4VP] - a specification from OpenID Foundation defining a
protocol for requesting and presenting credentials/attestations over the internet.

Signed QR: A bespoke format and protocol for transmitting an attestation from the AltID where all information
required for verification is contained within the signed payload of a multipart QR code.

Online scenarios: Situations where a Verifier interacts with the User through a digital service, such as a website or
mobile application.

Proximity scenarios: Situations where the Verifier and the User are physically present in the same location.

Same-device flow: Situations where the Verifier is interacting with the User on the device where AltID is installed,
e.g. a mobile browser or native app.

Cross-device flow: Situations where the Verifier is interacting with the User on a different device than the one
where AltID is installed, e.g. a web browser (desktop) or Point-of-Sale system.

Status list: The Token Status List [TSL] provides a mechanism for representing attestation status, i.e. whether an
attestation has been revoked, in a privacy-preserving manner while enabling highly efficient lookups.



2 Functional description

2.1 AltID - The Danish Digijtal Identity Wallet

AItID will function as a personal container that citizens can use to store and share digital attestations in a secure
and privacy-preserving manner. Users can initially acquire AltID on their smartphone or tablet via Google Play or
the Apple App store.

AltID is a personal app. It is therefore presumed that the User will not share it with other people, and that only the
User can access and control their personal AltID. Ultimately, this means that all attestations in AltID are expected
to pertain to and only be presented by the same User. This is enforced by requiring the User to authenticate using
biometrics or PIN-code when using the app and only allowing one AltID application to be active per user.

2.2 Attestations in AltID

The attestations issued to AltID are "verifiable" in themselves — meaning that they contain the information
required to create a verifiable presentation of one or more claims about the subject, which a Verifier can confirm
as genuine and valid without conferring with a central AltID service.

The integrity and authenticity of the attestations is protected through Public Key Infrastructure (PKI) and the use of
cryptographic mechanisms and digital certificates as specified in the [ISO18013-5] standard for mobile driving
licenses (mDL). This means that all attestations in AltID are issued, stored and presented in the ISO mdoc format
and encoded using Concise Binary Object Representation (CBOR). In the following a general overview is provided.
For additional information about the ISO mdoc format we refer to [ISO18013-5] and Appendix A: Attestation data
structures.

In the ISO mdoc format, attestations (mdocs) are identified by a document type (doctype). A doctype contains one
or more namespaces, each of which contain one or more data elements (attributes presented as key-value pairs).
In an online scenario, a verifier needs to specify both the doctype, the namespace(s) and the identifier of the
specific attributes when making a request for a presentation. While the attestations stored in AltID always contain
the full set of attributes, e.g. multiple age limits, it is possible, and advisable, to request a presentation of only
necessary information from the attestation, whether that be a single attribute or a subset of the available
attributes. With the Users’ consent, AltID will generate a device-signed presentation derived from the stored
attestation, containing only the attributes requested, i.e. perform what is known as selective disclosure of
attributes.

Finally, the mdoc contains a Mobile Security Object (MSO), signed by the Issuer to prevent tampering, this
information allows the verifier to verify the integrity, temporal validity and, depending on the type of attestation,
the revocation status of the attestation. See Figure 2 for a graphical representation of an attestation in the ISO
mdoc format.



doctype
(e.g eu.europa.ec.eudi.pid.1l or
eu.europa.ec.av.l)

namespace
(e g eu.europa.eceudipid.l
or eu_europa.ec.av.l)

[ attribute_id_1: value

with unique
identifiers

l
Issuer [ attribute_id_2: value ] Data items
Seos @ |

[ attribute_id_3: value

4 N
mdoc
MSO public
key
\_ v

Figure 2: mdoc data model

At launch, AltID will include two different attestations: 1) Proof of Identity attestation which contains Personal
Identification Data (PID) and 2) Proof of Age attestation (PoA) which contains attributes with different age limits.
The following sections will elaborate further on the two attestations.

2.2.1 Proof of Identity (PID)

To activate AltID, the User is required to obtain a Proof of Identity attestation by getting a PID issued as part of the
onboarding process2. The purpose of the PID is to enable the User to prove their identity in everyday situations.
This is similar to how passports and driver’s licenses are commonly used as identification in contexts other than
travel and driving.

In this context, a distinction can be made between identification and legitimation. ldentification refers to the act of
presenting or claiming an identity, typically by providing identifying information or attributes. Legitimation refers to
the act of demonstrating that the claimed identity is valid by presenting a trusted attestation.

The PID attestation functions as such an attestation by enabling the User to present verified identity attributes.
When presented to a Verifier, these attributes can be used to legitimate the User’s identity in a verifiable manner.

The attributes contained in a PID attestation is shown in Table 1 below. For more detailed information on the
contents and data structure see Appendix A: Attestation data structures.

2 Note: If a user uploads their passport photo, the attestation will be labelled ‘Photo ID card’ enabling AltID to be used in proximity scenarios.



Format

Identifier Description Example value
(CBOR)
Full name of the User
full_name Note: the namespace for this specific tstr Anders Monrad Carlsen
attribute is "eu.europa.ec.eudi.pid.dk.1"
family_name Last name(s) of the User tstr Carlsen
given_name First and middle name(s) of the User tstr Anders Monrad
birth_date The User’s date of birth full-date 1992-07-01
The area where the User’s birth was
registered. Typically, either a parish or a
hospital, but can be any type of
birth_place location. tstr Sundkirkens,Kbhvn
Note: while the format deviates from
the current EU specification3 it still uses
the common PID namespace.
An array of Alpha-2 country codes
nationality representing the User’s nationalities4. [+ tstr] ["DK"]
"DK" will be listed first, if present.
Wildersgade 39,
resident_address® Full address of the User tstr
1408 Kgbenhavn
personal_administrative_number® | The User's CPR-number tstr 010792-0000
Specifies the expiry date of the
document/data the credential is based
expiry_date® on, not the credential itself. The tdate 2027-01-01T00:00:00Z
credentials expiration is denoted by the
validUntil attribute of the MSO.
The Issuer of the PID attestation, always
issuing_authority® L ) tstr Digitaliseringsstyrelsen
"Digitaliseringsstyrelsen" in AltID.
issuing_country® Country of the Issuer, always DK in AltID | tstr DK

3 The PID Rulebook: https:

Table 1: PID attestation attributes

github.com/eu-digital-identity-wallet/eudi-doc-attestation-rulebooks-catalog/blob/main/rulebooks/pid/pid-rulebook.md

4 Values are based on the "statsborgerskab"-attribute from CPR.
5 Non-mandatory attributes, i.e. not always included in a PID. Will be included if available from CPR; address will only be included if the user has a Danish address.
6 Classified as metadata, i.e. these attributes say something about the credential itself. Cannot be shared via Signed QR.
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2.2.2 Proof of Age (PoA)

After having the PID issued, the User is able to request the issuance of a Proof of Age (PoA) attestation.

The purpose of the PoA attestation is that a user can prove that they are over or, by inference, under a specific
age without sharing any additional personal information or metadata that can be linked to the specific user. The
PoA attestation contains age_over_NN claims for the following age limits: 13, 15, 16, 18, 21, 23, 25, 27, and 67.
The value of the attribute is a Boolean (true/false) specifying whether the User’s age is greater than or equal to
(true) or less than (false) the given age limit. For example, in the case of a 21-year-old user the attributes in the
attestation would have following values:

{
"age_over_13": true,
"age_over_15": true,
"age_over_16": true,
"age_over_18": true,
"age_over_21": true,
"age_over_23": false,
"age_over_25": false,
"age_over_27": false,
"age_over_67": false

}

The different age limits in the PoA attestation are intended for, but not limited to, different use cases:

e The attributes age_over_13 to age_over_18 are intended to be used to verify eligibility for age-
restricted products or services, such as the sale of tobacco, alcohol or online content with an age limit.

e The attributes age_over_21to age_over_27 are intended to be used to verify eligibility for age-
restricted locations, such as nightclubs, bars, or events with specific age entry requirements.

e The attribute age_over_67 is intended to be used to verify eligibility for seniors such as discounts or
special services.

To prevent tracking of the User, a batch of individual one-time use PoA attestations is always issued to the User.
Each attestation is only used to generate a single presentation and is deleted after use. This means that each PoA
presentation is unique, and that colluding verifiers therefore are unable to conclude whether different
presentations originate from the same User. PoA attestations do not make use of status (revocation) lists.

For more detailed information on the contents and data structure of the PoA attestation see Appendix A:
Attestation data structuresAppendix A: Attestation data structures

2.3 Relying Party Registry

Organisations that intend to request attestations, other than Proof of Age (PoA), must register in the designated
Relying Party Registry [RPR]. When the register opens for registration, this document will be updated with a link to
the Relying Party Registry. For now, a link to the test environment for the Relying Party Registry version is included.

Registration enables AltID to display verified information about your organisation to Users, allowing them to make
an informed consent decision before sharing their attestations. It also provides transparency by allowing everyone
to see which organisations are authorised to request and receive attestation data from AltID, helping ensure that
organisations only request the information they are entitled to.
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After registering, organisations will receive a token that must be presented to AltID in order to prove that they have
registered. The then contents of the token and the process of sharing it is described in greater detail in section
4.2.4.

3 Signed QR

3.1 About Signed QR

Signed QR is a bespoke protocol and format developed for AltID. It allows presentation and verification of
attestations to take place through a signed QR code exchange between the AltID application and the Verifier.

Signed QR is designed for use in proximity scenarios, where a User presents a QR code containing a presentation
to a Verifier. In this way, the Signed QR protocol allows both the user and the verifier to be offline during this
process, as all information required for verification is contained within the signed payload of the QR code.
However, the Verifier must be online to obtain status information for attestations where such information is
present. It is recommended to always check the status of an attestation; however, it is left up to the Verifier to
decide if the business process can be completed without validating the status of the attestation. See section 5.7
for more information about the validation of attestation statuses.

3.1.1 Sharing attestations with Signed QR

Sharing an attestation via the signed QR protocol is a four-step process (Figure 3):

Presentation of the attestation in the form of a QR code from the Users’ AltID application
Verifier scans the displayed multipart QR code in its entirety

Verifier assembles the parts into a single, signed payload

Verifier validates the presentation and decides if the business process can continue or not

P wbdp

® Presentation of
i AtD User attestation via
Signed QR

Scan multi-part
QR-code

Assemble QR parts into
single signed payload

o} Verifier/System l

Validate
attestation

No Reject attestation and
terminate process

Yes

"' Proceed with
| business process |

Figure 3: Signed QR verification flow
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Step 1: Presentation of the QR code

A Verifier must request the User to present the relevant attestation from AltID. Upon this request, the User opens
their AltID application and selects the desired attestation. The contents of the QR code are defined by the User
who has the option to configure which attributes to disclose by selecting the button “Veelg, hvad du deler”

(“Choose what you share”). Once selected, the signed multipart QR code is immediately generated and displayed
on the User’s device (Figure 4).
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Figure 4: Mock-up of AltID dashboard with attestations and the display of signed QR codes

Steps 2 and 3: Scanning and assembling multipart QR codes

The presentation is split into multiple parts each represented by a QR code. These individual QR codes are shown
in quick succession and looped. By making use of multipart QR codes, the size of a single QR code can be kept
constant, while the only variable is the total amount of QR codes - parts - that make up the presentation. Figure
5shows an example of a multipart QR code consisting of four parts.

Figure 5: Multipart QR code
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Each part contains a binary CBOR payload. The payload of each QR code part is structured as an ordered CBOR
map as shown below:

PartialQRPayload = {
"typ": tstr,
"txn": tstr,
"idx": uint,
"cnt": uint,
"part": bstr

Type of QR code, will be "AltID-<version>", e.g. "AltID-1.0"
Transaction identifier, i.e. identifier for the resulting QRPayload
Index of this part

Number of parts in total

Partial payload, i.e. partidx

Mo Ve W Lo e

A camera or other QR code reader is used to scan all parts belonging to txn. When all parts have been scanned,
i.e. the parts with idx values ranging from O to cnt-1, the full binary payload can be assembled. If the value of
txn is altered at any point, the Verifier should discard any parts already scanned and start over.

Step 4: Validate the attestation

To validate the contents of the presentation, the steps outlined in Appendix B: Validation of Signed QR must be
followed.

13



4 OpenlD for Verifiable Presentations (OID4VP)

4.1 About OID4VP

OID4VP is a specification developed by the OpenlID Foundation that defines a protocol for a secure and privacy-
preserving request mechanism and delivery of so-called "Presentations of Credentials". Credentials (called
attestations in this document) and Presentations can be of any format, including, but not limited to [ISO18013-5]
mdoc, which is currently the only format supported by AltID. As such, OID4VP specifies how to request and present
an attestation between a Wallet (AltID) and a Verifier.

The full specification is available at [OID4VP] and contains a wide range of options with details left up to
implementers. To ensure interoperability, several profiles that specify exactly how to implement OID4VP are
available. AltID supports [HAIP] for all use cases and [AVP] exclusively for age verification.

4.1.1 Presenting attestations using OID4VP

Overall, the OID4VP protocol is a mechanism that builds on top of OAuth 2.0. Thus, it follows a similar flow. In
contrast to Signed QR, where the contents of the presentation are defined by the User, the Verifier must define the
format and contents of the requested presentation when using OID4VP.

The OID4VP presentation flow begins when a verifier sends an Authorization Request to AltID, including a
specification for the attestation(s) and attribute(s) that are requested. The URL containing the Authorization
Request can be shown as a QR code that the user must scan to initiate the presentation flow, or if the interaction
takes place on the same device as AltID is installed on, the User can instead follow a direct link containing the
Authorization Request. Regardless of the method, interacting with the URL invokes the AltID app, and the
presentation flow is initiated.

The flow is shown in Figure 6 where the User scans a QR code containing a presentation request from the Verifier
using AltID. The app validates the request and presents the contents to the user; in the example the Verifier has
specifically requested age_over_16 from the PoA. The User then has to consent to, or reject, sharing a
presentation containing the requested data with the Verifier. If the User consents, the requested presentation is
generated and sent to the Verifier.

Figure 6: User flow for sharing a PoA via OID4VP
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4.2 OID4VP Authorization Requests supported by AltID

As mentioned, [OID4VP] specifies a range of options, and as a result, offers support for several Authorization
Request parameters and values. While [AVP] and [HAIP] narrows those options down, further specifications apply
in the context of AltID.

For requests adhering to [HAIP], the bulk of the Authorization Request is encoded as a JWT Request Object (see
section 4.2.1) and included by reference. The initial URL-encoded Authorization Request contains only client_id
and a reference to the Request Object (request_uri) as specified in

Parameter Description

MUST adhere to the [0ID4VP] client identifier scheme x509_hash. This scheme defines the
client_id following format "x509_hash:<SHA-256(DER({Verifier certificate}))>", e.g.
x509_hash:Uvo3HtuIxuhC92rShpgqcT3YXwrqRXWEViRiAGOZszk.

request_uri MUST be the URI where the Request Object containing additional Authorization Request
parameters can be fetched by AltID. See 4.2.1.

Table 2. AltID MUST be invoked via a platform-specific application link (i.e. Universal Link/App Link). See Appendix
E: OID4VP example for [HAIP].

Parameter Description

MUST adhere to the [0ID4VP] client identifier scheme x509_hash. This scheme defines the
client_id following format "x509_hash:<SHA-256(DER({Verifier certificate}))>", e.g.
x509_hash:Uvo3HtuIxuhC92rShpgqcT3YXwrqRxWEViRiA@OZszk.

request_uri MUST be the URI where the Request Object containing additional Authorization Request
parameters can be fetched by AltID. See 4.2.1.

Table 2: [HAIP] Authorization Request parameters

For requests adhering to [AVP], the entire Authorization Request is encoded as URL parameters, as specified in
Table 3, and AltID MAY be invoked via the custom URL scheme "av://". See Appendix F: OID4VP example for [AVP].
Note that the custom URL scheme might invoke other applications installed on the User’s device, as it is not
reserved. Verifiers SHOULD use the application link if they want to ensure that the request is handled by AltID.

Parameter Description

MUST adhere to the [0ID4VP] client identifier scheme redirect_uri. This scheme defines
client_id the following format "redirect_uri:<response_uri>",
e.g. redirect_uri:https://verifier.example.com.

MUST have the value vp_token, indicating that a successful Authorization Response must

response_type | . i i )
include a VP token including the requested presentation(s).

MUST have the value direct_post, indicating that a successful Authorization Response is

response_mode . .
returned via an HTTP POST request (to the response_uri).

15



Parameter Description

MUST be the URI, where AltID should POST the Authorization Response, i.e. the requested

response_uri .
presentation(s).

MUST be a JSON object specifying the attestations and attributes being requested in the

dcql_query
form of a DCQL query. See 4.2.2.
MUST be unique and have a high amount of entropy (e.g. 128 bit). The device signature
nonce includes the nonce, and it serves the purpose of binding the device response
cryptographically to the request, thereby preventing a class of replay attacks. See the flows
in section 4.3 for examples of application.
OPTIONAL. If included the response by AltID will also include the state parameter value.
state This allows the verifier to connect a response to a specific internal transaction. See the

flows in section 4.3 for examples of application.

Table 3: [AVP] Authorization Request parameters

4.2.1 Request Object

A Request Object is a JWT that contains the Authorization Request parameters, as defined in [JAR]. This JWT-
Secured Authorization Request enables the transmission of larger and more complex Authorization Requests and
provides integrity protection. The Verifier MUST sign the Authorization Request according to [JAR]. The structure of
a Request Object in AltID is shown below, followed by a description of the claims in Table 4.

{
"x5c": ["."],
"typ": "oauth-authz-reg+jwt",
"alg": "RS256"

Header

"aud": "https://self-issued.me/v2",

"iss": "x509_hash:EPD6X85fbUtA5uMgMAXyVU3FHIOrTFQVIW_VUEGWtETY",
"client_id": "x509_hash:EPD6X85fbUtA5uMgMAXyVU3FHIOrTfQVW_VUEGWtETY",
"response_type": "vp_token",

"response_mode": "direct_post.jwt",

"response_uri": "https://test-tool.test.tegnebog.dk/verifier/wallet/direct_post.jwt",
"dcql_query": {..},

"client_metadata": {..},

"verifier_info": [{..}],

"nonce": "b9b8b8b6-dfc2-4cc4-88e6-5507dca7bdesd”,

"state": "88MaEDEsUeF9z3jJZmJqOYGwbD14S9G70pavEGIi_ASI"

Body

Claim Description

x5¢ MUST include the Verifier's signing certificate and any intermediate CA certificates. The
root certificate SHALL NOT be included.

typ MUST have the value oauth-authz-reqg+jwt, i.e. a [JAR] compliant Request Object.

16



Claim

Description

alg MUST have the value RS256. Note that this is a deviation from [HAIP], which mandates
support for ES256, however OCES does not currently support elliptic curves.

aud MUST have the value https://self-issued.me/v2 as specified by [OID4VP]

iss MUST have the same value as client_id

client_id MUST adhere to the [0ID4VP] client identifier scheme x509_hash. This scheme defines

the following format "x509_hash:<SHA-256(DER({Verifier certificate}))>", e.g.
x509_hash:Uvo3HtuIxuhC92rShpgqcT3YXwrgqRxWEviRiAGOZszk.

MUST have the same value as the client_id provided in the Authorization Request.
The corresponding private key MUST be used to sign the JWT.

response_type

MUST have the value vp_token, indicating that a successful Authorization Response
must include a VP token including the requested presentation(s).

response_mode

MUST have the value direct_post.jwt, indicating that a successful Authorization
Response must be an encrypted JWT and returned via an HTTP POST request.

response_uri

MUST be the URI, where AltID should POST the Authorization Response, i.e. the requested
presentation(s).

dcql_query

MUST be a JSON object specifying the attestations and attributes being requested in the
form of a DCQL query. See 4.2.2.

client_metadata

MUST be a JSON object including the key(s) to be used for encrypting the Authorization
Response. See 4.2.3.

verifier_info

MUST be an array of objects and MUST at least include the signed JWT issued by [RPR]
attesting to the Verifiers identity. See 4.2.4.

nonce MUST be unique and have a high amount of entropy (e.g. 128 bit). The device signature
includes the nonce, and it serves the purpose of binding the device response
cryptographically to the request, thereby preventing a class of replay attacks. See the
flows in section 4.3 for examples of application.

state OPTIONAL. If included the response by AltID will also include the state parameter value.

This allows the Verifier to connect a response to a specific request/transaction. See the
flows in section 4.3 for examples of application.

Table 4: Request Object claims

4.2.2 Digital Credentials Query Language (DCQL)

Section 6 of [OID4VP] introduces the Digital Credentials Query Language (DCQL) which is a JSON-encoded query
language that allows a Verifier to request presentations that match a given query. The language additionally allows
the Verifier to apply a number of constraints to the request. Initially, AltID only supports the simplest form of
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queries: requesting one or more attributes from a single attestation. Support for more advanced queries is
planned, and this section will be expanded to reflect that once implemented. For now, DCQL queries MUST follow
the structure presented below.

The following DCQL queries request presentations of all the attributes contained in the PoA and PID respectively.
This serves only to showcase the structure of a DCQL query. In practice, Verifiers MUST limit their requests to only
include the attributes necessary for their business operation.

// DCQL query requesting a PoA in its entirety
"dcql_query": {
"credentials": [
{
"id": "K6@LEvDMTYZI7P6wWN-VQmCDucewt5IJdqJO_FJ8nxjM", // Arbitrary string used to identify the
// credential in the response.
"format": "mso_mdoc",
"meta": {
"doctype_value": "eu.europa.ec.av.1l"
})
"claims": [
{
"path": [
"eu.europa.ec.av.1",
"age_over_13"

1
})
{

"path": [
"eu.europa.ec.av.1l",
"age_over_15"

1

}J
{

"path": [
"eu.europa.ec.av.1l",
"age_over_16"

]

1
{

"path": [
"eu.europa.ec.av.1l",
"age_over_18"

]

1
{

"path": [
"eu.europa.ec.av.1l",
"age_over_21"

1

})
{

"path": [
"eu.europa.ec.av.1l",
"age_over_23"

]

})
{
"path": [

"eu.europa.ec.av.1l",
"age_over_25"
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}J
{

"path": [
"eu.europa.ec.av.1l",
"age_over_27"

]

}J
{

"path": [
"eu.europa.ec.av.1l",
"age_over_67"

1

}

}
// DCQL query requesting a PID in its entirety
"dcql_query": {

"credentials": [

{
"id": "SKcHnGuv87FQOVhI13VcMRFkMsaP3Ez6Hwu404-eglg",
"format": "mso_mdoc",
"meta": {
"doctype_value": "eu.europa.ec.eudi.pid.1"
}J
"claims": [
{
"path": [
"eu.europa.ec.eudi.pid.dk.1",
"full _name"
]
}J
{
"path": [

"eu.europa.ec.eudi.pid.1",
"given_name"

}J

"path": [
"eu.europa.ec.eudi.pid.1",
"family name"

}J

"path": [
"eu.europa.ec.eudi.pid.1",
"birth_date"

1

"path": [
"eu.europa.ec.eudi.pid.1",
"birth_place"

1

"path": [
"eu.europa.ec.eudi.pid.1",
"resident_address"



1

1

1

1

1

"path": [
"eu.europa.ec.eudi.pid.1",
"personal_administrative_number"

"path": [
"eu.europa.ec.eudi.pid.1",
"nationality"

"path": [
"eu.europa.ec.eudi.pid.1",
"expiry_date"

"path": [
"eu.europa.ec.eudi.pid.1",
"issuing_authority"

"path": [
"eu.europa.ec.eudi.pid.1",
"issuing_country"

4.2 .3 Client Metadata

[HAIP] requires responses to be encrypted. To enable this, the Verifier MUST include a client_metadata JSON
object in the Request Object with the following structure:

"client_metadata": {

"encrypted_response_enc_values_supported": [

"A128GCM",
"A256GCM"
1,
"jwks": {
"keys": [
{
"kty": "EC",
"use": "enc",
"crv": "P-256",
"kid": "kmOcIdb8CKIJ6LL-ehjvnpvGkqw8reHYFMgew2vgljo",
"x": "3-0qRGI1IpXI_2IRbcz6015kZ2HXMaU016eMPwoaOUA",
"y": "TvYPWB-r9gDHcefxRMRRrUc8DMSD36M7xJ9WRAOuUco4",
"alg": "ECDH-ES"
}
1
})
"vp_formats_supported": {
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"mso_mdoc": {
"issuerauth_alg values": [
-7
])
"deviceauth_alg values": [
-7
]

jwks MUST contain exactly one ephemeral key in JWK format to be used for encrypting the response. The
encryption key MUST include a kid parameter which the Verifier MUST be able to use to correlate the response.
The parameters kty, use, crv, and alg MUST contain exactly the values provided above.

encrypted_response_enc_values_supported and vp_formats_supported MUST contain exactly the
values provided above as specified by [HAIP].

4.2 .4 Verifier info

The verifier_info parameter included in the Authorization Request is a list of objects, each containing a
format parameter, specifying the type of object, and a data parameter containing the object itself, e.g. a JWT.

In the context of AItID, verifier_info allows the Verifier to prove to AltID that it is a registered relying party in
the form of a signed data-structure issued by [RPR]. Upon registration, the Verifier is issued a JWT, which MUST be
included as the data in a Verifier Info object where format is dktb-rpr+jwt.

A Verifier MAY additionally include an object where format is dktb-info+json and data is a JSON object
containing a single claim, name, i.e. "data”: {"name": "My AltID Verifier"}. This can be used to provide
a name, which will be shown to the User in AltID instead of the organisations primary name in CVR. Note that the
Authorization Request will be rejected if the provided name is not present in allowed_names (see below).

The Verifier Info object with format dktb-rpr+jwt provides a JWT signed by [RPR] with the following structure:

{
"x5c¢": [..],
"typ": "dktb-rpr+jwt",
"alg": "ES256"

Header

"sub": "x509_hash:EPD6X85fbUtA5uMgMAXyVU3FHIOrTFfQVW_VUEGWtETY",
"iss": "https://relying-party-registry.test.tegnebog.dk",
"allowed_names": [
"Digitaliseringsstyrelsen”
]J
"exp": 1797443329,
"iat": 1773726826,
"jti": "@e6e4156-d895-43d8-b558-7ed8dabb1352",
"status": {
"status_list": {
"idx": 25296,
"uri": "https://dktb-rpr-cdn.test.myracdn.com/status-1lists/2e95bda@-769a-4092-9cc5-
a43e5dbb7a79"
}
}

Body

}
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x5c¢ includes the [RPR] signing certificate, trusted by the AltID app.

sub includes the client_id for the relying party (Verifier) that the JWT is issued to. AltID verifies that sub claim
matches client_id provided in the Authorization Request.

allowed_names provides a list of approved names, that the Verifier may present itself by. The list includes the
organisation’s primary and secondary names ("binavne") collected from CVR. By default, the organisation’s
primary name will be the first entry in the list and shown to the User in AltID. It is possible to specify that another
approved name should be treated as the primary name via the [RPR] GUI. Alternatively, another name can be
specified by including the dktb-info+json object in the request, allowing for adjusting it per request.

status provides information allowing AltID to verify that the JWT has not been revoked by [RPR]. See 5.7.

The remaining claims adhere to the common [JWT] ruleset.

4.3 OID4VP flows supported by AltID

While the overall OID4VP flow is the same, this section describes the specifics of flows adhering to either the "High
Assurance Interoperability Profile" or the "Age Verification Profile".

The [HAIP] flow can be used to request all types of attestations (including PoA) and should be seen as the default
implementation of OID4VP in the context of AltID.

The [AVP] flow can only be used for requesting PoA. It is supported to allow for a simplified, use-case specific
Verifier implementation, and to ensure alignment with ongoing EU-initiatives related to online age-verification. The
main simplification of [AVP] compared to [OID4VP] is that Verifiers are not required to register in the [RPR].
Instead, Verifiers are authenticated simply by a URI. For an elaboration on this see section 10.1.

OpenID4VC High
L Assurance
Age ver|f_|cat|0n Interoperability
profile Profile
Only the PoA _
Yy Used for all

attestation attestations

Figure 6: Difference between Age Verification Profile and High Assurance Interoperability Profile

22



4.3.1 OID4VP presentation flow following [HAIP]

Figure 7 below shows a non-normative sequence diagram for an exchange following the OID4VP [HAIP] flow. The
figure assumes that the Verifier application consists of a frontend part (Client) and a REST-oriented Backend,
however other design patterns can be applied based on the business needs and existing infrastructure of the
Verifier.

OID4VP, and by extension [HAIP], defines the exchange of Authorization Request and Authorization Response
between a Verifier and a Wallet (AltID), thus the steps directly related to these exchanges are mandatory. The
specifics of the interaction between Verifier Client and Verifier Backend, and between the Verifier and the User, is
not specified by the OID4VP protocol and the description in Table 5 merely suggests an implementation strategy.
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Figure 7: Example of OID4VP credential presentation flow following [HAIP].



Step

Description

User interacts with a Verifier, typically through a web browser, a native app or another type of user-
facing system, e.g. a POS-system, in some way, that requires them to share data from an attestation.

Verifier Client initiates a new transaction at a dedicated Verifier Backend application, passing
information on the data to share and, if applicable, the used browser application, the latter detected
e.g. from User Agent header by conventional means (JavaScript library or similar).

Verifier Backend creates a transaction record with an associated random nonce. Two cryptographically
random identifiers are also associated with the transaction: transaction-id, used by the Verifier
Client to eventually obtain the response, and request-id, used to link the transaction with the
corresponding Authorization Response. An ephemeral encryption key is also generated. This key is used
by AltID to encrypt the response. Verifier Backend must associate a unique key identifier with the
encryption key to allow the transaction record to be retrieved using the key identifier. It is
recommended to use request-id as key identifier.

Finally, for same-device (redirect) flows, Verifier Backend creates an HTTP session (cookie based) and
stores the transaction-id in the session.

Verifier Backend returns transaction-id and request_uri containing the request-id to Verifier
Client.

Verifier Client forms an Authorization Request, containing the request_uri as request parameter.

Verifier Client decides how to present the Authorization Request to the User:

If the client detects that the User is using a mobile device, it is likely that AltID is installed on that same
device (same-device flow). In that case, the client should present the Authorization Request as a
button/link ("Share data") in the Ul. It is recommended to display another button ("Share data using
other device"), that causes a QR code to be displayed. See [UX] for Ul implementation guidelines.

If not, the client should encode the Authorization Request in a QR code” and display this in the Ul. This
allows the User to scan the QR code using their mobile device with AltID installed (cross-device flow).

User interacts with Ul - clicks button/link (same-device) or scans QR code (cross-device).

Authorization Request, containing the request_uri, is sent to AltID.

AltID requests the Request Object at the provided request_uri.

10

Verifier Backend then creates a corresponding [JAR] Request Object, including the response_uri,
nonce, encryption key and state (using request-id as value) in addition to the specification of the
desired content of the presentation in the form of a DCQL query (see section 4.2.2).

11

Verifier Backend returns the Request Object to AltID which validates the request and ensures that it
conforms to [HAIP].

12

User interacts with AltID and consents to present the requested attributes to the Verifier.

7 This can be done by utilizing one of the many available open-source libraries for QR-code generation, such as https://github.com/nayuki/QR-Code-generator,
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13

AltID creates the Authorization Response (vp_token, state), where vp_token is a base64-url
encoded DeviceResponse. This involves constructing the SessionTranscript and
DeviceAuthenticationBytes, and creating the device signature, using the key that was bound to
the attestation during issuance. Finally, AltID forms an encrypted JWT with Authorization Response as
payload, using the ephemeral encryption key. The unique key identifier is included as header
parameter in the encrypted JWT.

For details, see Appendix A: Attestation data structures.

14

AltID POSTs the encrypted JWT to the response_uri provided by the Verifier in the Request Object.

15

Verifier Backend receives the response, performs validation and updates the transaction record state
correspondingly to prevent replay. See Appendix D: Validation of OID4VP Authorization Responses.

If validation fails, the transaction should be marked as failed, and a (user friendly) error description
should be added to the transaction record. Further, Verifier Backend may respond with an error
response (HTTP 400) only if the failure is technical in nature, i.e. if the user’s data does not meet the
business requirements, but was received correctly, the Verifier Backend should still return a 200 OK.

16

Same-device: Verifier Backend returns a 200 OK response containing a redirect_uri (including a
cryptographically random response_code) and the browser-value passed by Verifier Client in step 2.

17

AltID redirects the specified browser to the specified redirect_uri.

18

Verifier Backend receives the redirect request, containing the response_code. Verifier Backend looks
up the transaction-id in the HTTP session and uses that to look up the corresponding transaction
record. It then verifies that the transaction is in correct state, and that the response_code in the
redirect request matches the response code stored in the transaction record. If that is the case, the
transaction is marked as successful.

If any step fails, the transaction is marked as failed and the received VP Token is deleted. Further,
Verifier Backend uses the response_code received in the redirect request to look up the intended
transaction record and marks the found transaction as failed. The last step ensures that the response
code is invalidated even if no transaction id was found in the session.

19 &
20

As response to the redirect request, Verifier Backend displays page to Verifier Client/User, Verifier
shares the result with the User, usually by simply continuing the business operation for successful
presentations and by displaying an error message in case of error.

21

Alternative (cross-device): Verifier Backend returns a 200 OK response with an empty JSON-body.

22

Verifier Client retrieves transaction status using transaction-id as response of long-polling.

23

Verifier Backend looks up transaction record using transaction-id and returns a result record
(status/error message, values of requested attributes).

24

Verifier shares the result with the User, usually by simply continuing the business operation for
successful presentations and by displaying an error message in case of error.

Table 5: Description of each step in the OID4VP flow following [HAIP].
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See Appendix A: Attestation data structures for a normative example highlighting the exchanged data elements.

4.3.1.1 Real-time phishing protection

The use of redirect_uri and response_code allows the Verifier to protect presentation flows against real-time
phishing attacks. The controls, as described above, require that the user’s browser holds the session cookie for
the original browser initiating the request and therefore prevents the user from authorizing an attacker’s browser.
Note that private/incognito tabs do not support this, as the redirect will invoke a “normal” tab without access to
the session cookie. If Verifiers deem such protection necessary, based on the risk associated with their specific
business operation, they should only allow same-device flows, mandating response code validation, and not
allowing cross-device (QR code) flows, as these cannot be protected by this mechanism.

Verifiers MUST use the same-device flow with redirect for presentations containing PID, unless the Verifier does
not rely on session binding for phishing resistance, e.g. in a proximity scenario. In general, Verifiers SHOULD NOT
support the cross-device flow for presentations containing sensitive data.

Verifiers using flows without redirect SHOULD limit the lifetime of their Authorization Requests (e.g. by assigning
an expiration time to the transaction record) to reduce the risk of replay or relay attacks.

4.3.1.2 Browser detection

When AltID receives the Authorization Request in same-device flows, AltID has no way of knowing which browser
made the request. For the redirect flow to be successful on the AltID device, the Verifier must detect which
browser is used and convey that information to AltID (step 2) so AltID can open the redirect_uri in the
browser (step 18) containing the session cookie. Supported User Agents and corresponding values for browser
(step 2) are shown in Table 6 below.

User Agent Value for “browser”-parameter
Default browser. To be used for app-switching. "app"

Apple Safari "safari”

Brave "brave"

DuckDuckGo "duck"

Google Chrome "chrome"

Microsoft Edge "edge"

Mozilla Firefox "firefox"

Opera "opera"

Samsung Internet "samsung"

Table 6: Supported “browser”-parameter values
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4.3.1.3 Redirect and termination of same-device flows

Although it is possible to use a long-polling approach for same-device flows, and thereby aligning the two flows, it
is recommended to use the outlined approach. The reason is, that it is difficult to seamlessly navigate the user
back to the initial browser pane from where the verification was initiated in step 8.

By continuing the flow from the redirect_uri page, a better user-experience can be obtained. The obvious
drawback of leaving the initial page/tab open may be mitigated by displaying a message to the user on that page
either immediately after user has invoked the app-switch link and opened AltID app or when receiving the
response from a long-polling request. In the latter case, the response handler for the long-polling request has
different purposes for same-device and cross-device flows, being responsible for continuing the flow correctly for
cross-device flows (step 24) and merely explaining to the user, that the (initial) tab may be closed (same-device).

4.3.2 OID4VP age verification flow following [AVP]

A non-normative example of an interaction between a Verifier and AltID in an OID4VP age verification flow
following [AVP] is shown below in Figure 8. Similar to the [HAIP] example, the Verifier application is assumed to be
split into a frontend (Client) and a Backend, and the description in Table 7 is only a suggested implementation

User

strategy.
Verifier Backend AltID
& Interact: Select age
POST /ui/presentation (age)

e "

Create transaction, nonce
create Authorization Request

Verifier Client

Authorization Request

S S
GET /ui/presentation{id} (long-poll)
o >
Present request:
QR-code (cross-device)
or link (same-device) e
° Interact: Scan or click
Authorization Request
o (response_uri, nence)
User authentication and consent
0- -
Create Authorization Response
(vp_token)

POST {reponse_uri}
(Authorization Reponse)

Validate, update transaction state

L O

Return response (200 OK)
Return transaction status (result)

Show result

Verifier Client Verifier Backend

User

Figure 8: Example of OID4VP age verification flow following [AVP].
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Step

Description

1 User interacts with Verifier Client, in some way, that requires their age to be verified. The diagram
suggests that the User selects the age to be verified, usually this is a choice made by the Verifier.

2 Verifier Client sends the age(s) to be verified to Verifier Backend, initiating a new transaction.

3 Verifier Backend creates a transaction record with a unique identifier (id). A random nonce is generated
and associated to the transaction, and the transaction record is stored. Verifier Backend then creates a
corresponding OID4VP Authorization Request (as URL encoded values), including a specification of the
desired age(s) to verify in the form of a DCQL query (see section 4.2.2).

4 The Authorization Request is returned to Verifier Client as response to step 2.

5 Verifier Client starts a (long)-polling request, awaiting the AltID response. Long-polling is suggested for
optimization reasons.

6 Verifier Client now decides how to present the Authorization Request to the User:

If the client detects that the User is using a mobile device, it is likely that AltID is installed on that same
device (same-device flow). In that case, the client should present the Authorization Request as a
button/link ("Verify age") in the Ul. It is recommended to display another button ("Verify age using other
device"), that causes a QR code to be displayed. See [UX] for GUI implementation guidelines.

If not, the client should encode the Authorization Request in a QR code8 and display this in the Ul. This
allows the User to scan the QR code using their mobile device with AltID installed (cross-device flow).

7 User interacts with Ul - clicks button/link (same-device) or scans QR code (cross-device).

8 Authorization Request is sent to AltID which validates the request and ensures that it conforms to [AVP].

9 User interacts with AltID and accepts to present the requested attributes of the PoA to the Verifier.

10 AltID creates the Authorization Response (vp_token), which is an encoded DeviceResponse. This
involves constructing the SessionTranscript and DeviceAuthenticationBytes, and creating the
device signature, using the key that was bound to the PoA during issuance.

11 AltID POSTs the Authorization Reponse to the response_uri provided by the Verifier in the
Authorization Request.

12 Verifier Backend receives the response, performs validation and updates the transaction record state

correspondingly to prevent replay. If validation fails, transaction should be marked as failed, and a (user
friendly) error description should be added to the transaction record.

For details, see Appendix D: Validation of OID4VP Authorization Responses

8 This can be done by utilising one of the many available open-source libraries for QR-code generation, such as https://github.com/nayuki/QR-Code-generator,
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Step

Description

13

Verifier Backend responds 200 OK to AltID POST. Verifier Backend may respond with an error response
(HTTP 400) only if the technical validation of the response failed, i.e. if the user’s data does not meet
the business requirements, but was received correctly, the Verifier Backend should still return a 200.

14

With the transaction now being completed the (long)-polling request can be replied to, in accordance
with the status determined by Verifier Backend validation in step 12. The response should include
ok/not ok and a suitable error message in case of errors.

15

Verifier Client shares the result with User, usually by simply continuing the business operation for
successful age verification and by displaying an error message in case of error.

Table 7: Description of each step in the OID4VP age verification flow following [AVP].

See Appendix A: Attestation data structures for a normative example highlighting the exchanged data elements.
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5 Appendix A: Attestation data structures

This appendix will present and describe the data structure(s) related to the presentation of attestations from AltID.

Attestations in AltID adhere to the [ISO18013-5] mobile document format (mdoc), which encodes data using CBOR
(Concise Binary Object Representation), a binary alternative to JSON optimised for size and speed. CBOR
preserves data types precisely and is suitable for signing and verification but is not human-readable; every field
and structure must be decoded to inspect its content. When working with mdoc data, you can use decoding tools
or libraries such as [CBORZ] to convert it to diagnostic notation for inspection.

To make the specification of mdoc easier to understand, it can be viewed as hierarchical binary tree, where each
node represents a CBOR map or array, and each leaf contains a concrete data value (string, number, or byte
string). In the context of presentations, the DeviceResponse structure is the root, which branches out into
version, documents and status, where documents contain one or more Document structures, which again
branches into docType, issuerSigned and deviceSigned. Each of these nodes can in turn contain nested
maps, for example issuerSigned — nameSpaces — "eu.europa.ec.av.1l"—..— "age_over_18"& "true".

A simplified diagram of the relevant elements of the DeviceResponse structure, based on CDDL notation, is
provided in Figure 9 below. Note that while OID4VP presentations contain a full DeviceResponse structure,
Signed QR presentations contain only the Document structure. However, in the former case, the value of version
is always “1.0” while the value of status is always 0.

Thus, the point of interest is the Document structure, which is presented in detail in the following sections.

DeviceResponse
— version : tstr
|— ? documents : [+ Document]
| L— Document
I— docType : DocType
— issuersSigned
| |— ? nameSpaces : IssuerNameSpaces => [+ IssuerSignedItemBytes]
| | L— IssuerSignedItemBytes = #6.24(bstr .cbor IssuerSignedItem)
| | L— IssuerSignedItem
| | |— digestID : uint
| | |— random : bstr
| | — elementIdentifier : DataElementIdentifier
| | L— elementvalue : DataElementValue
| L— issuerAuth : IssuerAuth
L— deviceSigned
|— nameSpaces : DeviceNameSpacesBytes
| L— DeviceNameSpacesBytes = #6.24(bstr .cbor DeviceNameSpaces)
L— deviceAuth
L— deviceSignature : DeviceSignature
L— status : uint

Figure 9: ISO mdoc DeviceResponse structure
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5.1 Document

Document is the attestation itself and has the following CBOR syntax:
Document = {
"docType" : DocType, ; Document type returned, e.g. "eu.europa.ec.av.l" for a PoA

"issuerSigned" : IssuerSigned, ; Returned data elements signed by the issuer
"deviceSigned" : DeviceSigned, ; The Wallet (AltID) signature

5.2 IssuerSigned

Here IssuerSigned contains the attestation including the attribute(s) disclosed by the user:
IssuerSigned = {

? "nameSpaces" : IssuerNameSpaces, ; Returned data elements
"issuerAuth" : IssuerAuth ; Contains the Mobile Security Object (MSO)

Here IssuerNameSpaces contains the attributes included in the presentation:

IssuerNameSpaces = { ; Returned data elements for each namespace
+ NameSpace => [+ IssuerSignedItemBytes]

IssuerSignedItemBytes = #6.24(bstr .cbor IssuerSignedItem) ; Tagged bstr®

IssuerSignedItem = {

"digestID" : uint, ; Digest ID for issuer data authentication
"random" : bstr, ; Random value for issuer data authentication
"elementIdentifier” : DataElementIdentifier, ; Data element identifier, e.g. "age_over_18"
"elementValue" : DataElementValue ; Data element value, e.g. "true"

5.3 Issuer signature

IssuerAuth contains the MobileSecurityObject (MSO) which is a [COSE] (COSE_Sign1) signature:

IssuerAuth = COSE_Signl ; As defined in section 4.2 of [COSE]

COSE_Signl = [ ; Contents of the COSE_Signl structure of IssuerAuth
ProtectedHeaderBytes : bstr, ; Encoded map with header elements included in signature
UnprotectedHeader, ; Map with header elements not included in signature
Payload : MobileSecurityObjectBytes,; CBOR encoded MSO bytes
Signature: bstr ; The signature

}

ProtectedHeader = {
1 : int/tstr ; Algorithm identifier. Value is always "-7" for AltID
; Corresponds to ES256 (ECDSA w/ SHA-256)

9 Syntax #6.24 means a CBOR tag (major type 6), tag number 24 (binary data), see https://www.rfc-editor.org/rfc/rfc8949.html#name-encoded-cbor-data-item
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UnprotectedHeader

33 : [+ bstr]

B
)
B
)

B

= {
/ bstr

Array with X.509 certificate chain (33) or single bstr with issuer certificate

; If given as chain (array), chain begins with issuer certificate
; and ends with root-certificate.
; If given as single certificate, only issuer certificate with public key

needed to validate MSO is provided.

MobileSecurityObjectBytes = #6.24(bstr .cbor MobileSecurityObject)

For AltID, the protected header always contains a single element, stating that the signature algorithm used is

ECDSA with SHA-256 ("1: -7"), and the unprotected header always contains a single element, with the issuer

certificate and corresponding certificate chain.

The Payload is the CBOR encoded Mobile Security Object:

MobileSecurityObject = {
"version" : tstr,
"digestAlgorithm" : tstr,

"valueDigests

: ValueDigests,

"deviceKeyInfo" : DeviceKeyInfo,
"docType" : tstr,
"validityInfo"

? "status"

ValueDigests = {

. S

: ValidityInfo,
tatus

3

B

B

Version of the MSO, always "1.0"

Message digest algorithm used, always "SHA-256"
Digests of all data elements per namespace

Device key to use for presentation

Same as Document DocType, e.g. "eu.europa.ec.av.1l"
Temporal validity information

Status (revocation) information, not included in PoA

+ NameSpace => DigestIDs ; DigestIDs for a given NameSpace, PoA always contains only a
; single NameSpace: "eu.europa.ec.av.1l" while PID can contain both
; "eu.europa.ec.eudi.pid.dk.1" and "eu.europa.ec.eudi.pid.l".

}

DigestIDs = {

+ DigestID => Digest ; Map from DigestID to Digest

}

DigestID = uint
Digest = bstr

DeviceKeyInfo = {
"deviceKey" : DeviceKey,
? "keyAuthorizations" : KeyAuthorizations ; Element included but not used in AltID.
}
DeviceKey = COSE_Key ; Public key of the device key-pair used to sign the presentation

ValidityInfo = {

; DigestID corresponding to the one(s) in IssuerSignedItem

; Digest of the IssuerSignedItems used for data authentication

"signed" : tdate, ; Timestamp at which the MSO signature was created
"validFrom" : tdate, ; Timestamp before which the MSO is not yet valid
"validUntil" : tdate, ; Timestamp after which the MSO is no longer valid
}
Status = {

"status_list"

: StatusListInfo
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}
StatusListInfo = {

"idx" : uint, ; The index to check for the presented attestation’s status information
"uri" : tstr ; Identifies the status list containing the status information for the
; attestation. See section 5.7 for more information on status lists

The MSO signature (IssuerAuth) can be verified using the public key from the issuer certificate. This is obtained
by the Verifier as an unprotected header element (X.509 certificate chain, x5chain, label 33).

5.4 Device signature

DeviceSigned holds the signature created by AltID using the device key, for which the public key is included in
the Mobile Security Object.

DeviceSigned = {
"nameSpaces" : tagged empty bstr, ; Returned data elements, always empty for AltID

"deviceAuth" : DeviceAuth ; Contains the device signature
}
DeviceAuth = { ;

"deviceSignature" : DeviceSignature ; Signature used for mdoc (device) authentication
}

Where DeviceSignature is a [COSE] (COSE_Sign1) signature over DeviceAuthentication data:

DeviceSignature = COSE_Signl

COSE_Signl = [
ProtectedHeaderBytes : bstr,
UnprotectedHeader,

; Contents of the DeviceSignature
; Encoded map with header elements included in signature
; Map with header elements not included in signature

; This map is empty for DeviceSignature

Payload : DeviceAuthenticationBytes,; Tagged and encoded DeviceAuthentication

; This is null when transmitted

Signature : bstr ; The signature

}

DeviceAuthenticationBytes = #6.24(bstr .cbor DeviceAuthentication)

DeviceAuthentication = [
"DeviceAuthentication",

SessionTranscript, ; See section 7.2
DocType, ; Same as Document DocType, e.g. "eu.europa.ec.av.l"
DeviceNameSpacesBytes ; Always tagged bstr of empty map: #6.24(bstr .cbor {})

Note that DeviceSignature is detached, meaning that the COSE_Sign1 data contains a null value for the
Payload element when transmitted. As a result, the payload bytes (DeviceAuthenticationBytes) must be
reconstructed prior to validating the signature. Also note, that the only variable data in DeviceAuthentication
is SessionTranscript.

5.5 SessionTranscript for signed QR codes

The SessionTranscript takes a special form for Document presented as a signed QR code:

SessionTranscript = [
DeviceEngagementBytes : bstr, ; Always null for signed QR presentations
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EReaderKeyBytes : bstr, ; Always null for signed QR presentations

Handover : SignedQRHandover
]
SignedQRHandover = [
mdocGeneratedNonce . tstr, ; 16 random bytes, Base64URL-encoded
validFrom ¢ uint, ; Unix timestamp the QR code was generated at
validTo ¢ uint ; Unix timestamp the QR code is no longer valid at

]

Note that the SessionTranscript binds the presented Document to the temporal validity of the attestation
(validFromand validTo, i.e. nbf and exp in section 6.1) and random data generated by AltID
(mdocGeneratedNonce, i.e. mnonce in section 6.1).

5.5.1 mdocGeneratedNonce

The mdocGeneratedNonce is a random value created by AltID for Signed QR flows to ensure that each
presentation is unique and cannot be reused in later sessions. By including this nonce in the signhed response, the
mdoc provides proof that the data was generated specifically for the current transaction, thereby protecting
against some forms of replay attacks.

5.6 SessionTranscript for OID4VP
For [OID4VP], the SessionTranscript takes a different form:
OpenID4VPHandover = [

"OpenID4VPHandover" : tstr, ; Fixed identifier for this handover type
OpenID4VPHandoverInfoHash : bstr ; The SHA-256 hash of OpenID4VPHandoverInfoBytes

OpenID4VPHandoverInfoBytes = bstr .cbor OpenID4VPHandoverInfo
; Contains the bytes of OpenID4VPHandoverInfo encoded as CBOR

OpenID4VPHandoverInfo = [ ; Array containing handover parameters
clientId : tstr, ; The Verifier’s client_id as defined in the Authorization Request
nonce : tstr, ;5 The nonce passed by the Verifier in Authorization Request
jwkThumbprint : bstr, ;5 JWK SHA-256 thumbprint for the public encryption key provided by

; the Verifier in the client_metadata of the Authorization Request
;5 null if none was provided
responseUri : tstr ; The Verifier’s response URI from the Authorization Request

The jwkThumbprint parameter is mandatory in [HAIP] flows and must be null in [AVP] flows. The Verifier MUST
compute the JWK SHA-256 thumbprint of the transaction’s ephemeral encryption key according to [JWK].

Note, that the DeviceAuthentication is not included in the response. This means that Verifier must

reconstruct the payload bytes (DeviceAuthenticationBytes) prior to validating the device signature. This
process is illustrated in section 7.2.
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5.7 Token Status Lists

AltID uses Token Status Lists in JWT format as defined in [TSL] to convey information about the status of
attestations after issuance, specifically whether the attestation has been revoked. Note that the [TSL]
specification is currently a draft and changes to the implementation should be expected once it is finalised.

A Token Status List in JWT format is a single JWT that provides status information for multiple attestations in a
compact structure. The Issuer publishes and periodically updates a signed JWT that includes a JSON-encoded
Status List. The Status List consists of a compressed byte array containing the status values and an indication of
the number of bits used to represent the status of a single attestation.

Presentations of attestations may include a status element of the IssuerSigned MSO (see section 5.3), which
contains a reference to the Status List Token (as an absolute URL) and the bit index corresponding to the status of
the specific attestation. When status is present in a returned document, Verifiers MUST fetch and validate the
Status List and check the relevant bit(s) to determine the validity of the attestation. Verifiers SHOULD implement
appropriate precautions in case the Status List is unavailable, based on business needs and risk considerations.

The structure of a Status List in JWT format is shown below. Descriptions of the individual claims are provided in
Table 8.

{
"typ": "statuslist+jwt",
Header
"alg": "ES256",
"5c": "[.]"
}
{
"sub": "https://dktb-issuer-cdn.test.myracdn.com/status-lists/...
"exp": 1775128620,
"iat": 1775042220,
"ttl": 900,
Body

"status_list": {
"lst": " eNo76fITAAPfAgc",
"bits": 2

Verifiers MUST validate the Status List JWT signature using the Issuer certificate from x5c claim and MUST ensure
that the signing certificate is a trusted Issuer certificate.

Claim Description

typ JWT type. Always statuslist+jwt for AltID.

alg Cryptographic algorithm used to sign the JWT. Always ES256 for AltID.
x5¢ Contains the Issuer’s signing certificate.

sub MUST be equal to the URI of the Status List Token.
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Claim

Description

exp Expiration time of the Status List Token, after which it MUST no longer be used for validating
attestation status.

iat Issuance time of the Status List Token. MUST not be in the future (allowing for clock skew).

ttl The maximum amount of time (in seconds) the Status List Token can be cached, after which a

new one SHOULD be fetched.

status_list | JSON-encoded Status List structure.

|— 1st A Base64url-encoded compressed byte array containing the status information. See 5.7.1.

L— bits Specifies the number of bits used to describe a single status in the 1st. For example, a value

of 2 means that each attestation’s status is represented by the combined value of two bits.
This would allow for four different status types based on their value (0-3), and for a single byte
to contain four statuses.

Table 8: Status List Token claims

AltID makes use of the following status values and corresponding status types:

Value

Status type

0x00 (0) The attestation is valid.

0x01 (1) The attestation is invalid, i.e. revoked, and MUST be rejected by the Verifier.

0x03 (3) The attestation is valid, but an updated version is available. One or more attributes are no longer

accurate. When the User is issued an updated attestation, the current attestation is revoked.

Verifiers MAY reject attestations with this status based on their business requirements and risk
tolerance. Verifiers that rely on attributes that are subject to change (e.g., resident_address)
and require current values SHOULD reject attestations with this status.

Note that this status is specific to AltID.

Table 9: Status types used by AltID

5.7.1 Validation of attestation status using Token Status List

Given an attestation with a status where idx is 6 and a TSL where 1st is "eNo76fITAAPfAgc" and bits is 2:

N

Baseb64-url decode 1st to get the compressed bytes: 78da3be9f2130003df0207
Decompress to get the byte array: bytes = [0xC9, 0x44, OxF9]

Compute the position of the first relevant bit and the index of the byte containing it:
bit_pos = idx * bits = 6 * 2 = 12

byte_index = bit_pos / 8 =1

Extract the status value from the byte using a shift and mask operation:

offset = bit _pos % 8 = 4
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value

(bytes[byte_index] >> offset) & ((1 << bits) - 1)
(0x44 >> 4) & 0bll
oboo = 0

5. The resulting value of O corresponds to the status type valid, i.e. the attestation has not been revoked.

The byte is shifted by the remainder (offset) because indexing is counted LSB-first, i.e. index O is the least
significant (rightmost) bit. The shifting, combined with the masking, effectively results in the value of the byte
being transformed to the status value. Thus, the status of the attestation can be validated directly against the
value of the byte. See [TSL] for more information and additional examples.
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6 Appendix B: Validation of Signed QR presentations

6.1 QRPayload

The byte array Q is a binary CBOR encoding of a CBOR map with the following syntax:

QRPayload = {

"typ": tstr, ; Type of QR code, will be "AltID-<version>", e.g. "AltID-1.0"
"txn": tstr, ; Transaction identifier, i.e. an identifier for the QRPayload
"mnonce": tstr ; mdocGeneratedNonce - random data generated by AltID

"nbf": uint, ; validFrom - Unix timestamp

"exp": uint, ; validTo - Unix timestamp

"doc": bstr ; CBOR encoding of Document

6.2 Steps for validating a Signed QR presentation

With Q in hand, parse it into the QRPayload CBOR-map, and validate the presented attestation according to the
steps shown in Table 10 below:

Step Description

1 Validate that the CBOR map contains six parts named typ, txn, mnonce, nbf, exp, and doc.

2 Validate that typ contains the value expected for an AltID Signed QR: "A1tID-1.0".

3 Validate that nbf and exp are integers and construct the corresponding Unix UTC timestamps
validFromand validTo.

4 Validate that the current timestamp is equal to or later than validFrom (cf. 3), allowing for clock skew.

5 Validate that validTo (cf. 3) is equal to or later than the current timestamp, allowing for clock skew.

6 Validate that mnonce (mdocGeneratedNonce) is Base64URL encoding of 16 bytes.

7 Extract the x5c header in the unprotected header of the MobileSecurityObject (MSO), validate the
certificate chain, and that the chain terminates in a root certificate registered in your Issuer trust list.

8 Validate the Issuer signature (IssuerAuth) using the public key from the Issuer certificate from step 7.

9 Calculate the digest value for every IssuerSignedItem in the Document/IssuerNameSpaces
structure and verify that these calculated digests equal the corresponding digest values in the signed
MSO (DigestIDs), see section 7.3 for more info and an example.

10 Verify that the DocType in the MSO and the DocType in the Document structure are equal.
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Step

Description

11 Validate the elements in the ValidityInfo structure, i.e. verify:

a. that the signed date is within the validity period of the certificate in the MSO header and

b. that the validFrom element shall be earlier than or equal to the current timestamp, and

c. that the validUntil element shall be equal to or later than the current timestamp
12 If the MSO contains a status element, validate the attestation status as described in section 5.7.
13 Validate the device signature (DeviceAuth) as described in section 7.2:

a. Construct the SessionTranscript.
. Use SessionTranscript to construct DeviceAuthentication.

c. Validate the DeviceAuth COSE_Signl signature using CBOR encoding of
DeviceAuthentication as external payload and the public key from the MSO
(DeviceKeyInfo/DeviceKey).

13 Validate, that mdocGeneratedNonce is not replayed:

a. Maintain a set of all presented mdocGeneratedNonce values, that are valid according to
validTo cf. 3.

b. Verify that mdocGeneratedNonce is not in this set.

c. Add mdocGeneratedNonce to the set.

14 Validate that the disclosed attribute(s) satisfy the requirements of the application.

Table 10: Steps for validating an attestation presented using Signed QR

40



7 Appendix C: Signed QR code example

The included example only discloses the attribute age_over_18 from the PoA attestation for brevity. In practice,
attestations can disclose multiple attributes. If multiple attributes are be disclosed, they will be included as
additional IssuerSignedItems.

All examples use the issuer certificate and corresponding certificate chain described in Appendix G: Issuer Auth
certificate chain and issuer signature validation.

When working with the examples, it is very convenient to use online tools such as [CBORZ] to parse binary data
and examine the corresponding CBOR data structures.

7.1 Multiple QR codes

The four QR codes shown in Figure 5 contain the following binary data:

idx

partiaxas Base64Url

pWNOeXBpQWxOSUQtMS4wY3R4bngkMzEyZjcxNzAtYZjYy@ONDQ2LTkyMjMtYWViZDc30DI2MjEL1Y21keABjY250B
GRwYXJOWQG2pmNOeXBpQWxOSUQtMS4wY3R4bngkMzEyZjcxNzAtYFZjYy@ONDQ2LTkyMjMtYWViZDc30DI2MFEL1Zm
1ub253ZXZvVDdDSE9rS2trY2ptMEVZR1dEMEONY251Zhpp@TFqY2V4cBppO@THiY2RvY1kGaaNnZG9jVH1wZXF1dS5
1dXJIvcGEUZWMUYXYUMWxpc3N1ZXITaWduZWSiam5hbWVTcGFjZXOhcWV1LmV1cmOwYS51Yy5hdidxgdgYWE -
kaGRpZ2VzdE1EBGZyYW5kb21QC1KaYFj6a9ngS35beyuH2nF1bGVtZW50SWR1bnRpZmllcmthZ2Vfb3Z1c18x0Gx1
bGVtZW50VmFsdWX1amlzc3V1ckF1dGiEQ6EBIqEYIVKCTjCCAkowggHWOAMCAQICFEIHyJBiXLqUémvOscltAZeDb
L3PMA0GCCqGSM49BAMCMGOxCzAIBgNVBAYTAKRLMRMWEQYDVQQHDApLW7hiZW50YXZuMSEwHWYDVQQKDBhEaWdpdG
FsaXNlcmluzZ3NzdHlyZWxzZWA4xDDAKBgNVBAsMAOtFQTEYMBYGALUEAwWwWPREtUQiB3J

pWNOeXBpQWxBSUQtMS4AwY3R4bngkMzEyZjcxNzAtY§ZjYy@ONDQ2LTkyMjMtYWViZDc30DI2MjE1Y21keAFjY250B
GRWYXJOWQG2c3N1aW5nIENBMBAXDTI1MDYXODEOMjMIMVoXDTI2MDYXODEOMjMIMVowdDELMAKGAIUEBhMCRESXEz
ARBgNVBAcMCkvDuGI1bmhhdm4xITAfBgNVBAOMGERpZ210YWxpc2VyaW5nc3NO@eXI1bHN1bjEMMAOGAIUECWwWDSOV
BMR8WHQYDVQQDDBZES1RCIENYZWR1bnRpYWwgSXNzdWVyMFkwEwYHK0ZIzjOCAQYIK0ZIzjODAQcDQgAEpPHBVN6EKQ
U5ZKnzSFrPLLFfHXEX6ZxW1hfES5MUbsOMxPeFEz0zPOQLVIU278M-
mBHcJIF1ZUy294qYs7D2PacIHENNMGUwDgYDVROPAQH_BAQDAgeAMB8GA1UdIWQYMBaAFKIpVen1S1Q2mm7eWxDXsB
Dglv3iMBOGA1UdDgQWBBQWUOAEIiXsQfN2bcL3c_ukKFUnytDATBgNVHSUEDDAKBggrBgEFBQcDAzAKBggqhkjOPQQ
DAgNIADBFAiEAz6cGyitgDHQYBfn87kW2Ww4sJyJagTP2iE1qYc7QyawCIBUqQWHPNFRXx_pqFYJIXkVQxeoz1VWvT1
OP_MnD3n

pWNOeXBpQWxBSUQtMS4wY3R4bngkMzEyZjcxNzAtY§ZjYy@ONDQ2LTkyMjMtYWViZDc30DI2MjE1Y21keAJjY250B
GRWYXJOWQG2US5KWWQKj2BhZAp6mZ3Z1cnNpb25]jMS4wb2RpZ2VzdEF sZ29yaXRobWdTSEEtMjU2bHZhbHV1RG1nZX
NOC6FXZXUuZXVyb3BhLmVjLmF2LjGpAVggtcBRNo9LzEoKU9gqBIXuhEVsSDEWKA -
fMwsx93n74SHzQCWCCgZ_DeQ5RTRXHLRpmK1sDiBeiW3Q-
GAv60r_Kv1g7tpQNYIHOHRQe6KsXplpladO_yUxXIIx1hUBEsJrcJOYyF5krm1BFgg8Yo5VIXMWEj3TLC_SDASJHL3
W6VszYEuZqGhXyj6paUFWCB2B_RYml-
_NQPjaPquwXM@HajPQZgFevdcN1YGgUCAdAKwZYIMIPHkVhT9EQpjaQytctdgfqqYKFDFTLIguvIiuJX13fBlgglLevs
37rvxKIugQqTNz1JI5RhBTGOywgg-A9gXYkVtUQEIWCDZIGEgUpA411NcKUCB65LCEH-
eD_73bwM@1t_8aVnrI9AlYIErtcDCNa6Qe6h3IznhBDo5-FFetaQEEUQ8WT86USMZYbWR1dmljZUtleUluzZm-
iaWR1ldmljZUtleaUBAiABIVggEWACCcBIWWLOZ

41




idx | partixxas Base64Url

pWNOeXBpQWXOSUQtMS4wY3R4bngkMzEyZjcxNzAtYFZYy@ONDQ2LTkyMjMtYWViZDc30DI2MjE1Y21keAN Y2508
GRwYXJOWQG33x7_-
sPGkfBpCi8pgR4SS8fkcQjbBNUiWCBBc8SnNDV1BoxTV8B7t_dlcuzBB611ZGXIPIK1fT5a02wMmcWtleUF1dGhvcm
16YXRpb25zoWpuYW11U3BhY2VzgXF1dS51dXIvcGEUZWMUYXYuMWdkb2NUeXBlcWV1LmV1cmOwYS51Yy5hdidxbHzZ
hbGlkaXR5SW5mb6Nmc21nbmVkwHQYMDI2LTAOLTAGVDAWOjAWOjAWWM12YWXxpZEZyb23AdDIwM]jYtMDQtMDRUMDAG
MDA6MDBaanZhbG1lkVW50aWzAdDIwM]YtMDUtMDRUMDA6MDA6MDBaWE CXDhVgCMTpXCNKMDRMIOwA0FDN497xyFqEDb
FW_54GmK1BSIXYLJ-
XTzN9fErXNsGQalgdTSWoYxKkfv71CRQZ5bGR1dm1jZVNpZ251ZKIgbmFtZVNwYWN1c9gYQaBqZGV2aWN1QXVOaKF
VvZGV2aWN1U21nbmF@dXJI1hEOhASag91hA-

CMfj2RQusYPy@4vhjZaPwgP6RXY_0i4 yGmEhd4kO9M7hmMxrXkDugiSGeTb3AunA90Qi554v - Ex10BWAMWEW

For idx = 1 (the second part), the data represents this CBOR data structure:

"typ": "AltID-1.0",
"txn": "312f7170-b6cc-4446-9223-aebd77826215",

"idx": 1,
"cnt": 4,
"part":

h'737375696e67204341301e170d3235303631383134323335315a170d3236303631383134323335315a3074310b300
906035504061302444b3113301106035504070c0a4bc3b862656e6861766€31213011060355040a0c18446967697461
6Cc69736572696e677373747972656Cc73656e310c300a060355040b0c034b4541311f301d06035504030c16444b54422
043726564656e7469616c204973737565723059301306072a8648ce3d0201060822a8648ce3d03010703420004a47055
9fa910bb964a9f3485acf2cb7c75c45fa6715a585f112e4c51bb0e3313deld4cfaccf3902ef254dbbfocfa604770917
5654cb6+78a98b3b0f63da7081fa3673065300e0603551d010101ff040403020780301f0603551d23041830168014a2
2955e9f54a54369a6ede5b10d7b010e0961de2301d0603551d0e04160414305280042225ec41f3766dc2f773fb8al54
9f2b430130603551d25040c300206082b06010505070303300206082a8648ce3d0403020348003045022100cfa706cCa
2b600c741805F9fceed5b65b0e2c27225a81331688496a61ceddc9ac0220152a4161cf345471fe9a856095e4550c5ea
339555af4e538ffcc9c3de?’

}

The four binary strings (part for idx O, 1, 2, and 3) are concatenated into a single binary string (Q), which
represents this CBOR data structure:

"typ": "AltID-1.0",

"txn": "312f7170-b6cc-4446-9223-aebd77826215",

"mnonce": "oT7CHOkKkkcjm@EsFWDOOg",

"nbf": 1775317354,

"exp": 1775317474,

"doc":
h'a367646163547970657165752e6575726170612e65632e61762e316c6973737565725369676e6564a26a6e616d655
37061636573a17165752e6575726170612e65632e61762e3181d8185841a4686469676573744944046672616e64616d
500b529a6058fa6bd9e@4b7e5b7b2b87da71656c656d656e744964656e7469666965726b6167655F61F7665725131386
€656c656d656e7456616Cc7565156a697373756572417574688443210126a1182159024e30820242308201102a0030201
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0202144247c890625cba94eabbf4blcd6d0197836cbdct300206082a8648ce3d040302306d310b30090603550406130
2444b3113301106035504070c0adbc3b862656€6861766€31213011060355040a0c184469676974616Cc69736572696€
677373747972656c73656€310c3002060355040b0c034b45413118301606035504030c0F444b54422049737375696€6
7204341301e170d3235303631383134323335315a170d3236303631383134323335315a3074310b3009060355040613
02444b3113301106035504070c0adbc3b862656€6861766€31213011f06035504020c184469676974616Cc69736572696
€677373747972656c73656e310c3002060355040b0c034b45413111301d06035504030c16444b544220437265646566e
7469616c204973737565723059301306072a8648ce3d02010608228648ce3d03010703420004a470559fa910bb964a9
f3485acf2cb7c75c45fa6715a585f112e4c51bb0e3313deld44cfiaccf3902ef254dbbfocfa6047709175654cb6f78a98
b3b0f63da7081fa3673065300e0603551d0f0101ff04040302078030110603551d23041830168014a22955e9f54a543
69a6ede5b10d7b010e096Fde2301d0603551d0e04160414305280042225ec41f3766dc2f773fb8a1549f2b430130603
551d25040c300a06082b06010505070303300a0608228648ce3d0403020348003045022100cfa706ca2b600c741805F
9fceed5b65b0e2c27225a81331688496a61ceddc9ac0220152a4161cf345471fe9a856095e4550c5ea339555af4e538
ffcc9c3de75392b05902a3d81859029ea6677665727369616€63312e3061646967657374416c6761726974686d67534
8412d3235366c76616c756544696765737473a17165752e6575726170612e65632e61762e3129015820b5c051368f4b
cc4a0a53da81271bal115b03116280F91330b31f779fbel21134025820a06710de4394534711cb46998ad6c0e205e89
6ddof8602fe8eaff2afd60eeda503582073874507ba2ac5e996995ae0eff2531208c75854044b09adc27463217992b9
b5045820118a395655ccc048174cbObf4830392472F75ba56ccd812e66alal5f28faa5a5055820760714589a5Fbf350
3e368fab05ccd076a33d066015ebdd70dd581a050201d2b065820c2411e456171d110a63690cad72d7607eaa982850c¢
54cb220baf262b895e5ddf0758202F4579dfbaefc4a22e810a93373949e518414¢c6172c2083e03da9762456d5101085
820d9206814a40e2594d70a51c07ae4b0841fe783ffbddbcOcd35b7ffla567ac8140958204aed70308d6badleealdc8
ce78410e8e7e1457ad690104b90 1641 ce94e4c6586d6465766963654b6579496e666Ta2696465766963654b6579a50
1022001215820116e1c70125658bf73dflefffac3c691f0690a2129811e124bc7e47108db04d52258204173c4a70d59
41a314d5f0leedfddd5cbb3041eb59591b120f24ad5f4f968edb0326716b6579417574686172697a6174696F6e73al6
26e616d65537061636573817165752e6575726170612e65632e61762e3167646163547970657165752e657572617061
2e65632e61762e316c76616c6964697479496e666Ta3667369676e6564c074323032362d30342d30345430303a30303
a30305a6976616c696446726f6dc074323032362d30342d30345430303230303230305a6a76616c6964556e74696CCO
74323032362d30352d30345430303230303a30305a25840970e156008c4e95c236430344c27dcO0alfOcde3deflc85a8
46c55bfe781a62a505223160b27ec53ccdf5f12b5cdb0641ad60753496a18c4a91fbfbd424506796c64657669636553
69676€6564a26a6e616d65537061636573d81841a06a64657669636541757468a1616465766963655369676e6174757
2658443a10126a016584018231f8f6450bac60fcb4e2f86365a3f080fe915d8ff48b8ff21a612177890ef4ceel98cch
b5e40ee822486d1361702e9c0f68422e79e2f184c6538159d31613"

}

The value doc represents this CBOR Document:

"docType": "eu.europa.ec.av.1l",
"issuerSigned": {
"nameSpaces": {
"eu.europa.ec.av.1": [
24 (<<
{

"digestID": 4,
"random": h'@b529a6058fa6bd9e@4b7e5b7b2b87da’,
"elementIdentifier": "age_over_18",
"elementValue": true

>>)
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]
¥
"issuerAuth": [// COSE signature
h'ale126', // COSE signature protected header:
// CBOR encoding of {1: -7}, i.e. alg id = ECDSA with SHA-256 (ES256)
{ // COSE signature unprotected header:
33: // COSE header 33 is X.509 certificate chain,
// the chain contains only the leaf certificate described in section 11.
[ h'30820242308201f0..."]
s
// The object below is the signature payload, i.e. the Mobile Security Object
h'd81859029ea6677665727369616€63312e3061646967657374416c6761726974686d675348412d3235366Cc76616C7
56544696765737473a17165752e65757261¥70612e65632e61762e31a9015820b5c051368f4bcc4aPa53da81271balll
5b0311628019f330b31f779fbel21f34025820a067f0de4394534711cb46998ad6c0e205e896dd0f8602fe8eaff2afd
60eeda503582073874507ba2ac5e996995ae0ef2531208c75854044b09adc27463217992b9b504582018a395655cc¢
c048f74cbObf4830392472f75ba56ccd812e66alal5f28faa5a5055820760714589a5fbf3503e368fab05ccd076a33d
066015ebdd70dd581a050201d2b065820c2411e456171d110a63690cad72d7607eaa982850c54cb220baf262b895e5d
df0758202f4579dfbaefc4a22e810a93373949e518414c6172c2083e03da9762456d5101085820d9206814a40e2594d
70a51c07ae4b0841fe783ffbddbcOcd35b7ff1a567ac8140958204aed70308d6badleecaldc8ce78410e8e7e1457ad69
0104b90f164fce94e4c6586d6465766963654b6579496e6661a2696465766963654b6579a501022001215820116elc7
0125658bf73dflefffac3c691f0690a2129811e124bc7e47108db04d52258204173c4a70d5941a314d5f01eedfddd5c
bb3041eb59591b120f24ad5f41968edb@326716b6579417574686172697a617469616e73a16a6e616d6553706163657
3817165752e6575726170612e65632e61762e3167646163547970657165752e6575726f70612e65632e61762e316c76
616c6964697479496e666Ta3667369676e6564c074323032362d30342d30345430303230303a30305a6976616c69644
672616dc074323032362d30342d30345430303230303a30305a6a76616c6964556e74696cc074323032362d30352d30
345430303a30303a30305a ",
// And finally, the COSE binary signature value, formed using the issuer private key:
h'970e156008c4e95c236430344c27dc@PalfOcde3def1c85a846c55bfe781a62a505223160b27ec53ccdf5f12b5cdb
0641ad60753496218c42a91fbfbd42450679"

]
¥
"deviceSigned": {
"nameSpaces": 24(<<{}>>), // empty map: all disclosed attributes are incl. in issuerSigned
"deviceAuth": {
"deviceSignature": (/ COSE_Signl / [
/ protected / <<{ 1: -7 }>>, // alg_id = ECDSA with SHA-256 (ES256)
/ unprotected / { }, // no header elements in unprotected header
null, // Payload not included - 'detached' signature
h'f8231f8f6450bac60fcb4e2f86365a3f080fe915d8ff48b8ff21a612177890ef4ceel98cc6b5e40ee822486d1367
02e9c0f68422e79e2ff84c6538159d31613"' // ECDSA Signature, P-256, 64 bytes

D

The included Mobile Security Object (h'd818...") is:
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24(<<
{
"version": "1.0",
"digestAlgorithm": "SHA-256",
"valueDigests": {
"eu.europa.ec.av.1": {

1: h'b5c051368f4bcc4a0a53da81271balll15b03116280F9f330b31f779fbel21f34",
h'a067f0de4394534711cb46998ad6c0e205e896dd0f8602fe8eaff2atd6deedas’,
h'73874507ba2ac5e996995ae@ef12531208c75854044b09adc27463217992b9b5 ",
h'f18a395655ccc048f74cbObf4830392472f75ba56ccd812e66alal5f28faa5a5’,
h'7607f4589a5fbf3503e368fab0@5ccd076a33d066015ebdd70dd5812050201d2b ",
h'c24f1e45617fd110a63690cad72d7607eaa982850c54cb220bat262b895e5ddf ',
h'2f4579dfbaefc4a22e810a93373949e518414c6f72c2083e03da9762456d5101 ",
h'd9206814a40e2594d70a51c07aed4b0841fe783ffbddbcOcd35b7ffla567ac8f4 ",
h'4aed70308d6badleealdc8ce78410e8e7e1457ad690104b90f164fce94e4c658"

O 0 N O U1 h W N

}
¥
"deviceKeyInfo": {
"deviceKey": {
1: 2,
-1: 1,
-2: h'116e1c70125658bf73dflefffac3c691f0690a2129811el124bc7e47108dbo4d5 ",
-3: h'4173c4a70d5941a314d5f0leedfddd5cbb3041eb59591b120f24ad5Ff4f968edb ',
3: -7
s
"keyAuthorizations": {
"nameSpaces": [

"eu.europa.ec.av.1l"

¥
}s

"docType": "eu.europa.ec.av.1l",
"validityInfo": {
"signed": 0("2026-04-04T00:00:00Z"),
"validFrom": 0("2026-04-04T00:00:00Z"),
"validUntil": 0("2026-05-04T00:00:00Z")

}

>>)

Here the nine digests represent nine different age_over_NN attributes, that can be disclosed for this PoA. As can
be seen from IssuerSigned, digest with id = 4 refers to the age_over_18 attribute, which is the only
age_over_NN attribute disclosed in this QR code.

The COSE signature in IssuerSigned was created when the PoA was issued by the Issuer service (DIGST). The
signature can be verified with the public key from the PoA Issuer’s certificate (see Appendix G: Issuer Auth
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certificate chain and issuer signature validation under section 11). The validity of this signature proves, that no
data in Mobile Security Object was changed or tampered with.

7.2 Device signature validation

The device signature can be verified with the public key included in the Mobile Security Object of the
IssuerSigned object (as DeviceKey). This key is bound to the device on which the AItID app is installed.

To verify the device signature, as a Verifier we first need to construct the SessionTranscript from mnonce, nbf,
and exp from QRPayload and, in turn, DeviceAuthenticationBytes, the payload for the device signature.

Remembering the SessionTranscript form for Signed QR:

SessionTranscript = [

DeviceEngagementBytes : bstr, ; Always null for Signed QR presentations
EReaderKeyBytes : bstr, ; Always null for Signed QR presentations
Handover : SignedQRHandover

]

SignedQRHandover = [

mdocGeneratedNonce : tstr, ; 16 random bytes, Base64URL-encoded
validFrom ¢ uint, ; Unix timestamp the QR code was generated at
validTo : uint ; Unix timestamp the QR code is no longer valid at

]

Using the values for mnonce, nbf, and exp (as provided in section 7.1) for ndocGeneratedNonce, validFrom,
and validTo, respectively, the handover becomes:

SignedQRHandover = [
"0T7CHOkKkkcjmOEsFWDOOg" ,
1775317354,

1775317474

]
Using this, gives the following transcript:

SessionTranscript = [
null,
null,
["oT7CHOkKkkcjm@ESFWDOOg", 1775317354, 1775317474]

1
CBOR encoding this array, and then Base64Url-encoding the output gives the following value:

g b2g37ZvVDADSEO9rS2trY2ptMEVZRIAEMEONGmMNRMWoaadEx4g

This can be verified at [CBORZ].

Using the SessionTranscript constructed above and remembering DeviceAuthentication:

DeviceAuthentication = [
"DeviceAuthentication”,
SessionTranscript,
DocType, ; Same as Document DocType, e.g. "eu.europa.ec.av.l"
DeviceNameSpacesBytes ; Always tagged bstr of empty map: #6.24(bstr .cbor {} )
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We can now construct the CBOR representation of DeviceAuthentication as:

DeviceAuthentication = [
"DeviceAuthentication”,
[ null, null, ["oT7CHOkKkkcjm@EsFWD@Og", 1775317354, 1775317474]],
"eu.europa.ec.av.1l",
#6.24(bstr .cbor {} )

]

Remember the meaning of #6.24(bstr .cbor {} ): A tag (CBOR major type 6) with number 24 (meaning bstr) over
CBOR encoding of an empty map.

We can now construct DeviceAuthenticationBytes as #6.24(bstr .cbor DeviceAuthentication), giving the
following Base64-url encoded value:

2BhYUYRORGV2aWN1QXV@aGVudGljYXRpb26D9vaDdmOUNONIT2tLa2tjamOwRXNGVOQwT2caadExahpp@THicWV1LmV1icm9
wYS51Yy5hdi4x2BhBoA

Testing with [CBORZ] (by converting from "base64url" to "diagnostic") gives:

24(<<
[

"DeviceAuthentication”,

[
null,

null,

[
"0T7CHOkKkkcjmOEsFWDOOg" ,

1775317354,
1775317474

]
15

"eu.europa.ec.av.1l",
24(<<

{

}

>>)

]

>>)

The device COSE signature can now be verified using the public key from MSO DeviceKeyInfo and the
constructed DeviceAuthenticationBytes as payload.

7.3 Attribute validation

In practice, validate disclosed mdoc attributes, e.g. the age_over_18 attribute as in the example above, by doing
the following for each disclosed attribute, i.e. IssuerSignedItemBytes in the IssuerNameSpaces map:

1. Usethe digestID as index to lookup the corresponding signed digest value in the ValueDigests map
of the Mobile Security Object.

2. Compute the digest over IssuerSignedItemBytes using the hash algorithm given by
digestAlgorithm, which is always SHA-256 for AltID.

3. Compare the digest from the ValueDigests map with the computed digest (byte-array comparison).
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4. If the two digests are not equal, reject the attestation.

It is recommended to compute digest directly over IssuerSignedItemBytes taken from the attestation, and not
to parse the data, and attempt to reconstruct IssuerSignedItem from its components. If the latter approach is
used, make sure to remember adding the tag, to use the correct ordering of map elements, and not to use a CBOR
indefinite-length map before computing IssuerSignedItemBytes.

In the example, only age_over_18 is disclosed, with the value true. This is represented by the following part
(IssuerSignedItem) of the CBOR Document:

24(<<

{
"digestID": 4,
"random": h'0b529a6058fab6bd9e04b7e5b7b2b87da’,
"elementIdentifier": "age_over_18",
"elementValue": true

}

>>)

The corresponding IssuerSignedItemBytes, which can be obtained by Base64Url-encoding the CBOR encoding
of syntax above, are:

2BhYT6R0ZG1NZXNOSUQEZnJhbmRvbVALUppgWPpr2eBLf1t7K4facWVsZW11bnRIZGVudGlmaWVya2FnZV9vdmVyXzE4bGV
SZW11bnRWYWx1ZfU
Computing the digest, by calculating the SHA-256 hash over the Base64Url-encoded string, yields the following

hex value:

£18a395655ccc048f74cbobt4830392472f75ba56ccd812e66alal5f28faa5as

We see that this value matches that of the fourth (as denoted by the digestID) entry in the ValueDigests map
of the MSO, thus confirming the validity of the age_over_18 attribute.
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8 Appendix D: Validation of OID4VP Authorization Responses

Successful OID4VP Authorization Responses contain the vp_token parameter. Depending on the response mode,
it is included either directly in the body of the HTTP POST request (when using direct_post) or as a claim in an
encrypted JWT (when using direct_post.jwt). In either case, the vp_token MUST be validated as follows:

Step Description

1 Validate that the HTTP POST message contains a vp_token parameter or a response parameter
containing an encrypted JWT (which has the vp_token), which MUST be decrypted using the key
provided in the Authorization Request.

2 Construct DeviceResponse (see 9.2 and 10.2 for examples) by Base64Url decoding vp_token and
CBOR parsing the resulting byte stream.

3 Validate that DeviceResponse parses into CBOR map with members version, documents, and
status.

4 Validate that status equals O (OK) and that documents array contains exactly one Document.

5 Extract the x5chain from Document/IssuerSigned/IssuerAuth unprotected header and validate
the certificate chain (see section 11). Validate that the last certificate in the chain is a self-signed
certificate present in the issuer trust list. Validate that the chain is ordered, and that the issuer
certificate is first certificate in the chain.

6 Validate the issuer signature (IssuerAuth) using the public key from the issuer certificate from step 5.

7 Calculate the digest value for every IssuerSignedItem in the Document/IssuerNameSpaces
structure and verify that these calculated digests equal the corresponding digest values in the signed
MSO (DigestIDs), see section 7.3 for more info and an example.

8 Validate the issuer signature (IssuerAuth) using the public key from the issuer certificate from step 7.

9 Verify that the DocType in the MSO and DocType in the Document structure are equal, e.g.
"eu.europa.ec.av.1" for PoA.

10 Validate the elements in the ValidityInfo structure, i.e. verify:

a. that the signed date is within the validity period of the certificate in the MSO header and
b. that the validFrom element shall be earlier than or equal to the current timestamp, and
c. that the validUntil element shall be equal to or later than the current timestamp
11 If the MSO contains a status element, validate the attestation status as described in section 5.7.
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Step Description

12 Validate the device signature (DeviceAuth) as follows:

a. Construct the SessionTranscript as described in (section 5.6).
. Use SessionTranscript to construct DeviceAuthentication as described in section 5.4.
c. Validate the DeviceAuth COSE_Signl signature using CBOR encoding of
DeviceAuthentication as external payload and public key from MSO
(DeviceKeyInfo/DeviceKey).

13 Validate that nonce is not replayed, i.e. that the internal transaction associated with the nonce is not
already marked as completed, then mark it as completed.

14 Validate that the disclosed attribute(s) satisfy the requirements of the application.

Table 11: Steps for validating an OID4VP Authorization Response

If the Verifier has successfully validated the Authorization Response, it MUST respond with an HTTP 200 status
code with Content-Type of application/json and an empty JSON object in the response body. If the same-
device flow is used, the redirect_uri and browser claims MUST be included in the JSON object as described in
section 4.3.1.1.

If any errors are encountered when performing the validation, except for step 14, the Verifier MUST respond with
an HTTP 400 status code and provide and error response including a user-friendly error description.

8.1 Error Responses

Verifiers MUST be able to handle error responses as defined in section 8.5 of [OID4VP]. If the user rejects to share
the credential or if AltID experiences other errors when handling the request, AltID will post an (unencrypted) error
response to response_uri. An example:

POST /wallet/direct_post/K7GtmcQt4CnEm[...] HTTP/1.1
Host: verifier-backend.ageverification.dev

Content-Type: application/x-www-form-urlencoded

error=invalid_request
&error_description="Failed to fetch request object from request_uri”
&state=K7GtmcQt4CnEmCyvEQe5a0i0XH506VIIyGud1l4pMQblxbINrUcNeMPgd6svMrxTDyKCpKCoWz7tZh22YxvIRDg

In some cases, including an error_description may leak information about the User. For example, a
description stating that the user has rejected the request reveals that the user in fact satisfies the query. To
prevent this, AltID MAY omit the error_description. Error code (error) and state will always be included in
error responses.
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9 Appendix E: OID4VP example for [HAIP]

This section will give a detailed example of presenting PID over the OID4VP protocol according to [HAIP].

The following section is based on and aligned with the OpenID4VC High Assurance Interoperability Profile 1.0. This

includes specific requirements for the implementation of the OID4VP protocol. [HAIP] is intended for use cases
demanding strong security and adds security elements compared to [AVP]. The most prominent of these are:

e Verifiers (Relying Parties) MUST authenticate requests to AltID: Verifiers MUST register an OCES certificate

to use for this authentication at [RPR] and use this certificate to sign their Authorization Requests.
e Responses MUST be encrypted using ephemeral (one-time) encryption keys supplied by the Verifier.

e Verifiers MUST support same-device flows using redirect_uri to enable phishing resistance by session

binding.

This section will clarify these elements by providing detailed examples.

9.1 Registered URLs for AltID

AltID registers the following iOS Universal Links/Android App Links:

Environment

Registered link

Production

https://app.tegnebog.dk/

Test

https://app.test.tegnebog.dk/

All URLs under these schemes and domains are handled by AltID. [HAIP] flows MUST use these links for
communication with AltID, specifically links of the form <registered_link>/oid4vp are treated as OID4VP
Authorization Requests by AltID.

9.2 Authorization Request

The example shown here passes the Authorization Request by reference and implements the Pushed
Authorization Request [PAR] model enforced by [HAIP]. The Authorization Request below should be presented to

the User either as a (navigable) link or rendered as a QR code that can be scanned by the User’s device. The

example has been indented and URL decoded for readability.

https://app.test.tegnebog.dk/oid4vp?
client_id=x509 hash:EPD6X85fbUtA5SuMgMAXyVU3FHIOrTFQVIW_VUEGWtETY&
request_uri=https://test-tool.test.tegnebog.dk/verifier/wallet/request.jwt/2GgzSSRf8m8N4e

12eDVqgb1E1ppgyIGUvpxFOQGzo0lc

The provided client_id identifies the Verifier by a SHA-256 hash value of the certificate the Verifier has
registered at [RPR]. The request_uri parameter identifies the location of the Authorization Request (Request
Object). The Request Object is signed by the Verifier according to [JAR], and its contents are shown below. A

description of the included claims can be found in section 4.2.

51




Header

Body

"x5c": [
"MIIGFfTCCBLGEAWIBAgIUIQXSOpd7jUH+KFu/UpjmIEIds84wQQYIKoZIhvcNAQEKMDSgDzANBglghkgBZQMEAgEFAKECMB
0GCSqGSIb3DQEBCDANBglghkgBZQMEAGEFAKIDAgEEMGSXLTArBgNVBAMMIER1biBEYW5Zza2UgU3RhdCBPQOVTIHVkC3R1Z
GVUZGUtQOEgMTETMBEGAIUECWwWKVGVZdCAtIGNOaTEYMBYGALUECEWPRGVUIERhbNNrZSBTdGFOMQswCQYDVQQGEWIESzAe
FwOyNjAXMDkwOTQ3MjdaFwyOTAXMDEWOTQ3MjZaMIGSMR8WHQYDVQQDDBZESIRCIFR1C3RUb29sTFZ1cmlmaWVyMT cwNQY
DVQQFEY5VSTpESYy1POkc6MGFhNTA4ANJ ItMmMVhNCOONZEXLWFiN2ItZGIzNWQzZWRhODAXMRAWDEYDVQQKDAdpZDIgQSOTMR
CWFQYDVQRhDASOVF JESY@ONDE 2MDMXNTELMAKGA1UEBhMCRE swggGiMABGCSGGS Ib3DQEBAQUAAAIBwAWEEGKAOIBEQCVR
KEUYgCci59¢cNLvFhLbNgROYx/Chi9MgVxQev7wXBfPymGPEdJ4C8SdvkymR8taScCvTrE+AhOPY8LSIP6pWpNNGRSeKGLKI
XLREr+ZNUi2e@LQ7HBie2NNe4 /NTEdZaCHACc8adT164jingBAmd1xF7500aK0jbX9Cy1GIe3jf19U0OWen6WuhIp5dsLjyp
RG5Z9KuRL1kyJfuCcBbIdtBcpsfubuelvh7VSc+clyquaQd5XzIQ00ofb6jn+sUpQlofpy8rwIfdXg/1IewIQXzeF88ECF6
StYKYrmF2hmOUtto5A4LvakyYPXxtnhPyMyWSIJ4XpyPAHb/8cevv+r9gUSu6+NLSurV/sMeygciN7DHLNS99yNhv6G88Ru
ImOpYrJOgqqaHGZEEFeV/OpA60t2PF74Qkm1S1foldyfmpWF3ymOh8zEFt/HBg2ANnf/7hrgrTPQN21gmsiTIU9pI6aIl21PNy
xrKpTUDRPbeK0OCYXxJIhP/QCp4Veeq6ZvniUCAWEAAQOCAY cwggGDMAWGA1UdEWEB/WQCMAAWHWYDVROjBBgWFoAUTYif2XG
ZQuJ159c1di5NCCVtdl4wewYIKwYBBQUHAQEEbZzBtMEMGCCSGAQUFBzAChjdodHRWOi8VY2EXLMN®aS1nb3YuZGsvb2Nlcy
9pc3NlaW5nLzEvY2FjZXJ0L21zc3VpbmcuY2VyMCYGCCsGAQUFBzABhhpodHRwWOi8vY2EXLmN@®aS1nb3YuZGsvb2NzcDAiB
gNVHSAEGZAZMAgGBgQAj30BATANBgEsqgVCBKQEBAQMHATA7BggrBgEFBQcBAWQVMCOWKWY IKwYBBQUHCWIWHWYHBACL7EKB
AjAUhhJodHRwczovL3VpZC5nb3YuZGswRQYDVROTBDAWPDA60DigNoY®aHROcDovL2NhMS5jdGktZ292LmRrL29jZXMvaXN
zdW1luZy8xL2NybC9pc3N1aW5nLmNybDAdBENVHQAEF gQUIyWNAHAtaS6vXg4zbWeCm3hy 5rUwDgYDVROPAQH/BAQDAZWEME
EGCSqGSIb3DQEBCjAG0ABWDQYJIYIZIAWUDBAIBBQChHDAaBgkghkiGOwOBAQgWDQYIYIZIAWUDBAIBBQCiAWIBIAOCAYEAA
LomYKh1Dmt1Hk20FJvoGBXaeeQ/Qrcly@0TglVu/GaQz5pUlcqabDUegiyFH/KvIwok42bHkRSgLrnu23009ed4kCzY1lytS4
A1p3Q40PArz03In51ARa0Fu+Gsveo/jzYfIaKs6esodOh4SYz20qimeFkgqY6LVOXsLe+sLWDQO619g40nB7iUkTRIbhG/U
ICdchkYUvevcPyeku7ISEyepLFgfqlHd3oqtv2/9XV6yQI49MI1IElimPoxCA7okhdN5Hcs2zRVI1EEgViy4ZceNCVcUCRwL
5JkcbbUPKq1fDC2siVAuHeHUp21kA1Q+auilzh1Cp12qRzGgOVIZzYu@1GnY7V1Ycq8EIgjMs7muGWgfsNTOULFtTkZaeUvx
4186XEbuCS2KipWS1Hx/uD3CYu+4p/7nhnHFEWFSX+CJJvSObAKRrmOC3Zw2XmSoWSUBBXQD/PavkgGO7N91K2yt/PeGDvF
epGJlyPg8pPGwiY6etIHe+sXdBufTTegI+kK2",
"MIIGYTCCBBWgAWIBAgIUCO1wpi5SHNF8ZEYZ0oJAOHVNgYad4wQQYJIKoZIhvcNAQEKMDSgDzANBglghkgBZQMEAgMFAKECMB
0GCSqGSIb3DQEBCDANBglghkgBZQMEAGMFAKIDAgFAMGIXIDAiIBgNVBAMMGOR1biBEYW5za2UgU3RhdCBPQOVTIHIVZC1DQ
TETMBEGALUECWWKVGVZdCAtIGNOaTEYMBYGALUECEWPRGVUIERhbNNrZSBTdGFOMQswCQYDVQQGEWIESzAeFWOYMTAZMT Iw
NzQyNT1laFw@zMTAzMTAWNzQyNThaMGsxLTArBgNVBAMMIER1biBEYWS5za2UgU3RhdCBPQOVTIHVkc3R1ZGVUZGUtQOEEMTE
TMBEGA1UECWwKVGVzdCAtIGNOaTEYMBYGALUECEWPRGVUIERhbNNrZSBTdGFOMQswCQYDVQQGEWIESzCCAaIwDQYIKoZIhv
cNAQEBBQADggGPADCCAYoCggGBANOLOFWS5CELAGKGtDFVb75BI+UXI5n1/gnoilCIcsirR+07jFP4x7mSZe/01r0z1M3boT
VaLCtdZurqR6AysVI9z9ymzE8zCLXE5U1x3ay/x/@0J0iTxpgHqDhSFOOH+Ymblvgp+9tabkPweSdG+WjIL+5xkeynGP2Zd8
002RusLAjx7s7b8sR73Imevf1ENIXNAIWLE6MQrx4wiTZYdPOVOSYWKTMHNBIOMTinPyFxIv8zfbpJ2w8I+/YNTzI9EsXDDd
BpQ4+asKxA4qZY/1+0QbVTGgGMTNQK17GireR2R+cTobGiD4zzd/7mt12/gQDkjOFtSVCUOfCU82EKilEysrnKhqFgtyGzUg
RQOPFePdI8DS50popRVtN1KK017eE3P2G1Fr9SImOU48GN1OEDb1g+X+K10jmNIBUVYVHF3fxC2iPySLbwkS2DSj/A6fBzn]j
/FkIGL1BzcG+DQPimsgqKDZoIBm5SBOmi4ujoTxi+4w7h6ulLyUt3D3vsPL1yUk1+qQIDAQABo4IBHDCCAREWEEYDVROTAQH/
BAgwBgEB/wIBADATBENVHSMEGDAWEBQS53N7e@IAmR6Dgxm5IfybyqS/2GzBzBggrBgEFBQCcBAQRNMGUWOWY IKwYBBQUHMAK
GL2h@dHA6LY9jYTEUY3RpLWdvdiSkay9vY2VzL3Ivb3QvY2FjZXJ0L3Ivb3QuY2VyMCYGCCsGAQUFBzABhhpodHRwOi8vY2
ExLmN@aS1nb3YuZGsvb2NzcDA9BgNVHR8ENjAOMDKgMKAuhixodHRWOi8vY2EXLmN@aS1nb3YuZGsvb2N1lcy9yb290L2Nyb
C9yb290LmNybDAdBgNVHQ4AEFgQUfYif2XGZQuJ159¢c1di5SNCCVtd14wDgYDVROPAQH/BAQDAgEGMEEGCSqGSIb3DQEBCjAQ
0A8wDQYJYIZIAWUDBAIDBQChHDAaBgkghkiGOwOBAQgwDQYJYIZIAWUDBAIDBQCiAwIBQAOCAEEAUICcPSA3E6SQABGECkwy
dFOWOTrScGglvOyyX5Sx7jChPy1FFIS8vxgoqd8CYoXhzzRzuaTLLWEOP7sz51sZIKGMMA4p+f7/h4ftzfEON1359FckE/S
K5RA9IDdzVmiKxDoi8bA0O/CyO/mXnZmOWFdtsU70GgHCWAItIjNLanSnRijazcwsNfxNIJoh99S6dAV/GGzoONMPIRrLNG3I
ZboPbQe@7MT/DFeHP7/xA5KxB2SdnPTfFevulJOARq4Fv+rThaSp+j67AhmzI6qrIj8rd4GlCyr3+EI474ieZeiiC1MtT+Db
HpPPfDMvNk1DYOqWNRid4warsDXhVkhXdGZrAP60E3hnVbS94q5B7FhwugF15XzSu@6F3s3BLHrEbMCFf2QZuGtf2xZIMR1IW
08tivguxM2KLIYewGbOuMuk1SQcB22fFONQH2yzqnWeDFTGORDEYfy8IJItv82IQxKiS7/FMaoMp3mLyqb9dNrgRyvnxwMu
zLiVBDSIXOHF78Nx/MwFvdbLawzdi9Fro9EWI1hzjfIMZTiCP7my/E5UIM]j/Sjce3jLep25c4pu8qrY7PC6040qICOKLIAV
NL1TU+OVpKnUd7f1WBOA4rHaROdZY+0C/ZQhymMgT6Zg+Yj6d3cNwh8tiJT1CUYS1X27NP2HGhjZ501yHcOXtvQ3V1JIhI4=

]J

"typ": "oauth-authz-reg+jwt",

"alg": "RS256"

"response_uri": "https://test-tool.test.tegnebog.dk/verifier/wallet/direct_post.jwt",
"aud": "https://self-issued.me/v2",
"iss": "x509_hash:EPD6X85fbUtASuMgM4XyVU3FHIOrTFQVW_VUEGWEETY",
"response_type": "vp_token",
"state": "2GgzSSRf8m8N4e_12eDVgblElppgyIGUvpxFOQGzolc",
"dcql_query": {
"credentials": [
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"id": "2GgzSSRf8m8N4e_12eDVqblElppgyIGUvpxFOQGzolc",

"format": "mso_mdoc",
"meta": {
"doctype_value": "eu.europa.ec.eudi.pid.1"
})
"claims": [
{
"path": [
"eu.europa.ec.eudi.pid.dk.1",
"full name"
]
})
{
"path": [
"eu.europa.ec.eudi.pid.1",
"birth_date"
]
}
1
}
]
}J
"verifier_info": [

{

"format": "dktb-rpr+jwt"”,

"data":
"eyJ4NWMiO1lsiTU1JQ1INqQONBZkdnQXdIQkFnSVVkSINhUEISem5LaEZoME5DQ3RzQm15aEhjZGd3Q2dZSUtvink16ajBFQX
dJd2IURUXNQWtHQTFVRUJoTUNSRXNARXpBUkINT1ZCQWNNQ2t2RHVHSmxibWhoZGOOeE1UQWZCZO5WQkFvTUdFUnBaMmwwi
Vd4cGMyVn1hVzVuYzNOMGVYSmxiSE5sYmpFTU1BbOdBMVVFQ3d3RFMwVkINUmd3RmdZRFZRUUREQT1FUZFSQO1FbHpjM1Zw
Ym1jZ1EwRXdIaGNOTWpVeE1gqRTINVGMWTORRNVdoY®5Nall4TWpFMk1UYzBPRFE1V2pCNU1Rc3dDUVIEVIFRROV3SkVTekV
UTUJFROEXVUVCd3dLUzhPNF1tVnVhROYyYmpFaE1COEdBMVVFQ2d3WVIHbG5hWFJoYkdselpYSnBibWR6YzNSNWNtVNNM1
Z1TVF3dONnWURWUVFMREFOTFJVRXhKREFpQmdOVkIBTUIHMFIMVKVIZ1VtVnN1V2x1Wn1CUV1YSjB1U@ITW1dkcGMzUNn11V
EJaTUINROIS5cUATTTQSQWAFRONDcUdTTTQ5QXdFSEEWSUFCSFpva2x1T1FKemdOajc2M2NXWk1pUGFpWFAvb1gxUTZIQjc2
TXNTTTNDM1Bhd3pmQ2RLWWFqallDSWOjWHBaOWxORFIrVTZSdkNOMXhyZ1U2ROVXVE9qWXpCaE1BOEdBMVVKRXdFQi93UUZ
NQU1CQWY4dORNWURWUjBQQVFILOIBUURBZOVHTUI4ROEXVWRIA1FZTUIhQUZLSXBWZWAXU2XRMM1tN2VXeERYCOIEZ2x2M2
INQjBHQTFVZERNUVACQINRNES3YVgrSGhzQ1Z3RUtsZ1RkMERZNk50dURBS@InZ3Foa2pPUFFRREFNTKhBREJFQW1CYTdTL
1ZNU31mbmdTQ2NKZ3N3M1Y4VzQzdXhuWVNYZXY4WnhNZUsvcWIpUUInZkdDdkFzZGtqUINXRHYVOHZLbEJaOEZ3YVUWLOSY
ZWOMYUxnY3FUdzBYWT@iXSwidHIwIjoiZGtOYilycHIrand@IiwiYWxnIjoiRVMyNTYifQ.eyJzdWIiOiJ4NTA5X2hhc2g6
RVBEN1g4NWZiVXRBNXVNZOOOWHIWVTNGSEowc1RMUVZXX3ZVRUA3dEVUWSIsImlzcyI6Imh@dHBzOi8vemVseWluZylwYX]3
0eS1yZWdpc3RyeS50ZXNOLNR1Z251YmOnLmRrIiwiYWxsb3d1ZFOuYW11lcyI6WyINYXJIyaW90dCIdLCI1eHAIOFE30TcOND
MzMjksImlhdCI6MTc3MzcyNjgyNiwianRpIjoiMGU2ZTQXNTYtZDg5NS@OM2Q4LWIINTgtN2VKkOGRhYmIxMzUyIiwic3Rhd
HVzIjp7InNOYXR1c19saXNOIjp7ImlkeCI6MjUyOTYsInVyaSI6Imh@dHBz0i8vZGtOYilycHItY2RuLnR1c3QubX1lyYWNk
bi5jb20vc3RhdHVZzLWxpc3RzLzI10TViZGEWLTc20WEtNDASMiOQ5Y2M1LWEOM2U1ZGIiN2E30SJI9fX0.G_LVIEXILr6lLpf
CznXB9YSenTBzT-7AAyCO_nvW6DHr-7dwteWcXqqYhhIJKBCOXaoExZj1hkMGkQqqE8xybDQ"

¥
{
"format": "dktb-info+json",
"data":
{
"name": "Marriott”
}
}

1,
"nonce": "75275cf5-5c6b-46f2-9db3-a8e02c102b92",

"client_id": "x509_hash:EPD6X85FfbUtASuMgMAXyVU3FHIOrTFQVW_VUEGWtETY",
"client_metadata": {
"encrypted_response_enc_values_supported": [
"A128GCM",
"A256GCM"

1,
"jwks": {
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"keys": [

{
"kty": "EC",
"use": "enc",
"crv": "P-256",
"kid": "2GgzSSRf8m8N4e_12eDVgblElppgyIGUvpxFOQGzolc",
"x": "1u6_wMZTR8SchrS5xkQdxfGBb39FonHjcS74Uswjjto",
"y": "Vp8Y4PPADKORSPNvoc8ITBXKVTOhefvMH5Dy1lCKot1lU",
"alg": "ECDH-ES"

}

})
"vp_formats_supported”: {
"mso_mdoc": {
"issuerauth_alg values": [
-7
])

"deviceauth_alg values": [
-7

¥

"response_mode": "direct_post.jwt"

9.3 Authorization Response

[HAIP] Authorization Responses are encrypted. In response to the example Authorization Request above, AltID
responds with the following:

POST /verifier/wallet/direct_post.jwt HTTP/1.1

Host: test-tool.dev.tegnebog.dk
Content-Type: application/x-www-form-urlencoded

response=eyJhbGci0iJFQORI...

Here the response parameter holds the encrypted JWT containing the vp_token. The following response may be

decrypted using this key:

{
"kty": "EC",
"use": "enc",
"crv": "P-256",
"kid": "2GgzSSRf8m8N4e_12eDVgblElppgyIGUvpxFOQGzooc",
"x": "1u6_WMZTR8SchrS5xkQdxfGBb39FonHjcS74Uswjjte",
"y": "Vp8Y4PPADKORSPNvoc8ITBXKVTOhefvMH5Dy1CKotlU",
"d": "KsXmyJdXPsAht2Q0042Kg7BDZ77acywI_iwFpP7Kvzo",
"alg": "ECDH-ES"

}

Encrypted response:

eyJhbGciOiJFQORILUVTIiwiZW5jIjoiQTIINkdDTSIsImVwayI6eyljcnYiOiJQLTIINIISImtpZCI6IkU3NZMOQTBELTRFRjQtNDZEOC1CO
EM4LTQ10DUXMUJICMzQOQiIsImt@eSI6IkVDIiwieCI6IMZhRNZLWmpVMXNUVFOIS1I1eDFPcFV2SXpmUkIPVXZEUXg2M1BSLU1PZFkiLCI5T]
0iczdKdzV4dWNGbWXKZ1FWTFh@aTQzTnIzdlgzcmZzY1ZOV3BEbzZ5Y185YyJ9LCIraWQiOilyR2d6UINSZjhtOE40ZV8XMmMVEVNnFiMUUXCHB

neUpHVXZweEYwUUd6EbzBjIn®. .260_Dyx00sQTHLyz.mvE4ID73al-
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mVbXu@kLVPmOmgFOr1HznPgdFWL8VNtOQK3d4uxMPS3_8AnYENOEMAtkyajPTmBH2WelZ5DulWrUfatT_YQyQPP7Bb-d3h5s7JLVm-
0dDFZB6duLfFgHBWAI20ncR2ZwJIO5-PuxursEZ6yQHezFbM6CWYTSPN4O5tMGzK20 -
6eYgFThS1zt4NZjwS7vF7sNKINYIMDRTS31§iLAcgatPGAXMTHHU_KATn4upPyoXLxjgW4p8vMil JVXo3Pq -
YrgfxiGRONxaGqSAKanpgdvWVhP4rfc7ikB2-Rn9oP8MrMdfeKowlqomCKe1lON4AG3dsabCtOcmlezHPQn-KtBOd3iV-cv1XoLUI8Tclj-
Q9CDhuXHR_gjmGi59L-NTPIBftrRUEKLWvbvXbOkOF53XPabmstn4um7YbWHSE2ICvY3ie3721TK8eRrYiAst752suY-
BPLIC9BJjTLPOLRWACTpjtmyCZRivyn6nkeg4LupjIzbbVbLYuI782YGF -
MFW67G10IphfoK_EfoE4xw79k0079E1aoF0c25x70ubJc@bHyY8alGOB9rw3ZUYBic6gGBFhT6EQGETeWz3LV1FG2j4XMAASMZY2quEtuvIM3]j
V1b5wQOeDXi -
tRChDC7MWFrCOFOMTOjb1PO6NIOWYgIKzu9RzAddvmhWAVp4U1UINCujgAeZvasq_nqlY64go4cWpWNYTIYIXLHZKDkuTVsFphzjaOEowIRts
2Z2iwGRIMGAFNWXCpTrXSkIm-jAK8dOh2g26g-stglskzIqiSDe4 -WLINx4ofgqWbKUIJRwuopyEXYS13Y8CqvirYajglEEiECAL10BB-
WFAJtZ-Xu-BPmlIrzIlgxEOzvp6y79SpqYNIIvk1l02skW7tjFy9XKHKzFfWIOIWMtAXhDWBSgt1kd6qn6YEPYefXm-
XKVCnwV4vi7IJSyCYehPxTHi3YLdt_fibT20cTudMMW2QoxixiciK_ZugRFUR_rhv -
VkxsXYyakdwIZWis1fbEpS8rlMkkqROtccRRY8k1DIBA6qANUTI1FV7V3jR17WtcRG5FWPTASYIzLCAH-0Xq7YCcTyKpTW8SME1RjixUKY -
Y3§IplnfjorxB2pES5-SrLHefOPHODGBhdbRVNUshX6xtI9jkI4g-IN1TIAINYMQVRUGFRk3CealPGoD876ZdmV2XaP -
Qz48tteeikFhw_13003ph5AtvuDT1Qjok5AQ8pIxebWywIfwZ5udhrCn3XzZ2d5WmYWa -I0zHAttyG1nPt3Qk6PwruY2XMSO4WiRFGmMsO -
DW1_Zgc2LLHXV4imvbalrIiT2uxdGvseRhUVb2rYo7_CKEJUGOla6W_zOkdosL37pImwmOme@TI_JuQ2LvENri6 -YbBTBOXN62yaxJ3Cf-
K9X_sk3kHfcAHC5XUNjTzhNgrLPLmmYkt6qrlOVffHAaf1ltjObK-KB4ING93qdU2qDxkI7XHD40fqnpzynVo_hqg8DINkCUP -
Xpn4khUGOVe_5N5taVrFh48FEjP8birt6D5hejOd9hK1u5FOPOhe _w4c090BdUVW-
98bEnzbC_EPBB6Eh5RSs3tLNCOMHXKKW1AR5geQQPqFudJAKgNPorJ4UIAyTbIVEBGIb5a2N80m1UVd9IbYjvMynsM66bwoVnrINF4z_F9imte
iMZXQhYOnsDEnd6mCHqyUFyLOGtiwPLgruPsQaCAVGAcTixITJIz95jt8Y5pmgeh-s1Hd-fQTiraxHvOoL_hPaaJh6EMI34iCoHNcmYq-
Zmjxgh7tuySacpiwZanWFagqgalLU9FN1gAEXRQcoyuSP1TCW2ygMnb-1P-
bpJIRPCc900DOko1BC3QrLjNvL5VWngDZwavjfxtysfaDCj5jLoFj-gFhL1g_wV5TYFV7ZN-
aGWViqIyVYmYzqVedgWc51PxzS2NWOGdCjod7AFrql3rZhNyx0tZ1HV6aiEOgDIUWXFV6RsSeC_VdVpi@pCOXUAIMXxx@4NULOI1PVT6E8bUIG
NeZNOQMk6EXPwLAUd6IyKm51n2ew-ndceXwBLTPFcVuo_vYCeSsFqIqgNIeGGOpdleFjhHm73J-
61IdbpxGg5xrA_c8MIMXZcHsZhXAzm_niW@yL_P5DWze5MKGz4QxRINCAd841vwp6VEF@3GDp7EsOTc_iP7D82_Z8FtiFuKInPEepidyUgcl?
kWOAcKMOJ2vmKR7 sbyORVPjWBboaNINOONKtVmiYvvp2PZ1-ZawtbbrZKP6V4yuWMBQoNh-fN-
KlwcotfpAULgAC_r4dmYpFs_QwrpVVLns1G53PEkLdSvtPs600XUuvnt1ZdOOoWmcfvdI4zo-
DOigmYLySMO13XMcQpxdxKUksxcF3U4j59sacjWTeeqLr5-vz74QZk2V-
43dEzBo0612n3v7XZyWrMgDiIyehS3PBW75_OCTSTO87hxaMKELal6uyhQ7Nf6N8Su9tE@iiKfwb6s1iVrF1Ou9yoPgLLofkmdVYAGPzfavDk
DOCIWACN97sPpuZvg5n-cBOVIWT -
0g16GYXLOSUYHkmYV3ZGG_d1z32EQYr3241rC8aAXX9MpbRAR3Xx9KU8p9dS18qzAQ4nrCQ1qGBZ3dfd@70xDDsRPEVimw2gmHBAmjyfwas4z -
6uUSZHXVkVXj4R-aiwmMIDX8fXZhbyX1KewXgvq8enzGIPa6e®o02j8Nfv-oyT-1D6tV3Z45uXK3GT-
6XW4BXFaBnZohSAXWMNQaCFzVH3TVWEh9TSiH5Y1caQuUQX9sS_LoAmbBNPMz15b85400Q7msCby@1mBnI2TQdQYXxJy2GbglS_E1FpXdFFp-
myCumWFaB_8gX0Ywgo-6Je_qyW4ekc8zsYOEES619RVLYyUHoa_WefletuSldabCgCXZ8Ch_Clc0zLSjCq4I1i2004e4ngXAepcfHSD-W-
k8CKMRpkdIbw330_ohIW2ecsvFS3TkwP-_1NO4xEP_U409BXncqu3QeJBmu_DkXCkZTbYHco5ZB7Jn-
nohPC_o0tJUokKDbJI00TUOYrJ7IMbZOLYiWOKkMAAHIMCN9PiNF1EG6RMNGEe9KCHkmU-TbYGOgV6GZtPeQhlcsuCNk7AQy_b53p5n1G-
eY14rYjR60SwG6eiCLf1ItkH3JtBpRy-DiwQeQjt-
0jHyffHvDYIDWBEQRUW_f44GiMkfIkZcmoJY4EfOKsbWosYMOIRU_yH5RI2wwO3ysQ9j1FuOLt1G742MQBF1BghSCaxMn3VbYiNzoKoaGUQnx
eyKiu3zhZbdAEbKMzBI1Q9tbFps50BSOMLTG4zri9BaHBgWoTwae3ifCqLtd@obEoFmvc@iVGMCb3I0ekqIKrJAXECSgSsjZ7WyIzvpFkBryS
38Yb1QXcPboT5jy2jyoFxj2MqV13I45mym-
RCAKRLOykEV1G3fkpz2NBYeI6mUmDEpiZola6PohXdBiNN1ImbiI7X06ZYwCKqdbD9yQOMd2EtAuOru8cz88cn1D4qwe52HCI1P78mQSrNz5p
cjTfbaHWg7gqBakRH68njBTowmJUIyPbtasle5SHEmhMMmMREeJp-ETIWSIuSwm-cK@afkNOtt-F4jTsGZeqOVA4LA1HS -
LacOzte2iltNmOHImYzF2iePKygyry8Q-
ZOFOROLIhCApUU4p2e01WS5e8CTe7dyuXYzZRoTd1wFKLbHUZBF7ruF8UIrWPXU6ID3IvILG40D501Kn8wmUtPLF1priHalVXzuzCtdrcy8Bh
8YV24mQYJI8KKh1TF06X_yIZPkv6Gq-
JLeLQgFMUWttBVYVv7Vp9yRS1ifFuGhCfarwYoWcRcwfGqlledS8TKz8yWcOwjqV5_FhUudl_im9A.zEyD1L_yWS@iovmYTx4e_Q

The response includes this header:

{
"kid": "2GgzSSRf8m8N4e_12eDVgblElppgyIGUvpxFOQGzooc",
"enc": "A256GCM",
"alg": "ECDH-ES"

}

(The response in the example also includes epk claim specifying public key, which should be ignored by Verifier).
The Verifier MUST use kid value to retrieve corresponding private key and decrypt the response.
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The decrypted payload is shown below:

"state": "2GgzSSRf8m8N4e_12eDVgblElppgyIGUvpxFOQGzolc",
"vp_token": {

"2GgzSSRF8m8N4e_12eDVqb1lE1lppgyIGUvpxFOQGzooc": [
"02d2ZXJzaW9uYzEuMG1kb2N1bWVudHOBo2dkb2NUeXB1d2V1LmV1cmOwYS51Yy51dWRpLNBpZC4xbGlzc3V1c1NpZ251ZKIgbmFtZVNwYWNL
€634GmV1LmV1cmOwYS51Yy51dWRpLnBpZC5kay4xgdgYWFukaGRpZ2VzdE1EAWZYYWS5kb21QJyeRcILpTQZuUN-
9L2VEMzXF1bGVtZWS50SWR1bnRpZmllcmlmdWxsX25hbWVsZWx1bWVudFZhbHV1bkFuZGVycyBDYXJsc2Vud2V1LmV1cmOwYS51Yy51dWRpLnB
pZCaxgdgYWFikaGRpZ2VzdE1EBGZYYW5kb21QDCSPg2aQ-
RYd70xujXBWZXF1bGVtZW50SWR1bnRpZmllcmpiaXJ@aF9kYXR1bGVsSZW11bnRWYWXx1ZWoxOTc3LTAXLTAxamlzc3V1ckF1dGiEQ6EBIQEYIV
kCTjCCAkowggHWOAMCAQICFEJHyJBiXLquémv@scltAZeDbL3PMAOGCCqGSMA9BAMCMGOXCzAIBgNVBAYTAKRLMRMWEQYDVQQHDApLW7hiZW5
0YXZuUMSEwHWYDVQQKDBhEaWdpdGFsaXN1lcmluZ3NzdH1yZWxzZW4xDDAKBgNVBAsMAOtFQTEYMBYGATUEAWWPREtUQiBJIc3N1aWSnIENBMB4AX
DTI1MDYXODE@OMjMIMVoXDTI2MDYXODE®OMjMIMVowdDELMAKGALIUEBhMCRESXEZzARBENVBACMCkvDuGI1bmhhdm4xITAfBgNVBAOMGERpZ210Y
Wxpc2VyalW5nc3N©eXJ1bHN1bjEMMAOGALIUECwWwDSOVBMR8WHQYDVQQDDBZES1IRCIENYZWR1bnRpYWwgSXNzdWVyMFkwEWYHK0ZIZzjOCAQYIKo
ZIzjODAQCcDQEAEpPHBVN6KQUS5ZKNZzSFrPLLFHXEX6ZXW1hfES5MUbsOMXPeFEZzOzPOQLVIU278M-
mBHcJIF1ZUy294qYs7D2Pac IH6NnMGUwWDgYDVROPAQH_BAQDAgeAMB8GA1UdIWQYMBaAFKIpVen1S1Q2mm7eWxDXsBDglv3iMBOGA1UdDEQWBB
QWUOAETiXsQfN2bclL3c_uKFUnytDATBgNVHSUEDDAKBggrBgEFBQCcDAZAKBggqhkjOPQQDAGNIADBFAiEAZ6CGyitgDHQYBFN87kW2Ww4sJyJ
agTP2iE1qYc7QyawCIBUGQWHPNFRX_pqFYJIXkVQxeoz1VWyT10P_MnD3nUSKwWQOw2BhZA6UnZ3Z1cnNpb25jMS4wb2RpZ2VzdEFsZ29yaXRo
bWATSEEtMjU2bHZhbHV1IRG1NZXNOC6I4GmV1LMV1cmOwYS51Yy51dWRpLnBpZC5kay4xoQFYIP2McMds6jqy2yLS32eRbqEwWbEL2DVIr9A9F
Vm_0_Cnd2V1LmV1cmOwYS51Yy51dWRpLNBpZC4xqgIYIAhrnL_yCGhhD5VcVlekgil4DSrrX7io7Y_mw_Q4Yel9A1ggPI5ZAlbeTf WAgtCcf
OLXA-
LXXcpTre8V1PDoaXo6NCEWCCZB1It3x1rXy_NfjDuscA3ikndRW8M3Pp8xPuORJI4kLQVYIFRPB48zdYo_CNg9rcDsf7mwkMrkgiDJIJuIaY1PQ
yWFCB1lggguIR15dfbEaSo50fHWUI35hoMCYMeEfuv8GzB2dL69WHWCA® -Opv st -
KOL79pAYXXjXDKkUNpBW7KitGERRjCwOF26QhYIFHWMXPXN4 -
7NI41RjfhQdQfmGgfHHE6wa_UbJ_etGMPCVggDbbndeqwxuEyMTclVVpqLbpoPpx1fzfRhohCijcRbsVkKWCBkoVpoktRh7v1YFImLdnsVZBTW
Ba08JoRemk7CN1BaHgtYICyg-Qg60gqeIuche@Hc22159dsPf9My8TPbhtdyl10dtbWR1dmljZUtleUluZm-
iaWR1dmljZUtleaUBAiABIVgg3ZPxpQE1WtMjGevCwlyxfNkBMnDejrellBC_cP6VUzYiWCCQAV -
r1UIbDbzthzdT7TenBMBHXBGPMIDDksDbM-
zPCgMmcWtleUF1dGhveml6YXRpb25zoWpuYW11U3BhY2VzgngaZXUuzZXVyb3BhLmVjLmV1ZGkucGlkLmRrLjF3ZXUuZXVyb3BhLmVjLmV1ZGk
ucGlkLjFnZG9jVHIwZXd1dS51dXIvcGEUZWMUZXVkaS5waWQuMWx2YWxpZGloeUluZm-
JjZnNpZ251ZMBOMjAyNiOwMy@xMFQwMDowMDowMF ppdmFsaWRGcm9twHQYMDI2LTAZzL TEWVDAWO AWO AwWmp 2YWXxpZFVudGlswHQyMDI3LTAz
LTEWVDAWOFAWOjAwWmMZzdGFOdX0ha3NOYXR1c19saXNOomNpZHgZGGRjdXIpeFpodHRwczovL2RrdGItaXNzdWVyLWNkbi50ZXNOLm15cmFjZ
G4uY29tL3NOYXR1cylsaXNOcy82MmI1YmQwZilmY2U1LTQwZmUtODc3ZC1hZDEwMjU3NjN1OTNYQCOsQFssGedmNIdFvgB1ks5LIWS -
KDfq79R18dsUxkdwCtJoFGTE1QIX9K1NnCI-
FX8MSzCfOvI1lyqlxgO_FolLDB1sZGV2aWN1U21lnbmVkompuYW11U3BhY2Vz2BhBoGpkZXZpY2VBdXRooW9kZXZpY2VTaWduYXR1cmWEQ6EBIgD
2WECgMgmrrgDZ_9tV5wO8mSULEleEHjzz4 1iE2BIqQK78Xj8HL8W7RMVMpMi6vpS1aInKYgK1F10U5zTjuRyul5PZnNOYXR1cwA"

]

The VP Token, which contains the requested PID, is a Base64Url-encoding of a mdoc DeviceResponse (as
CBOR). The contents are shown in CBOR annotation below.

DeviceResponse = {

"version" : tstr, ; Version, always "1.0" for AltID
? "documents" : [+Document], ; Always exactly one document for AltID
"status" : uint ; Status code
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"version": "1.0",
"documents": [
{
"docType": "eu.europa.ec.eudi.pid.1",

"issuerSigned": {
"nameSpaces": {
"eu.europa.ec.eudi.pid.dk.1": [
24 (<<
{
"digestID": 1,
"random": h'2727917082e94d066e37ef4bdaflOccd’,

"elementIdentifier": "full_name",
"elementValue": "Anders Carlsen"
}
>>)
1B
"eu.europa.ec.eudi.pid.1": [
24(<<
{
"digestID": 4,
"random”: h'0c248f836690f9161def4c6e8d705665",
"elementIdentifier": "birth_date",
"elementValue": "1977-01-01"
}
>>)
1
s
"issuerAuth": [ // COSE_Signl signature
h'al0126"',
{

33: // X.509 certificate chain
h'3082024230820110200302010202144247c890625cba94eabbf4blcd6d0197836cbdcf300206082a8648ce3d04030
2306d310b300906035504061302444b3113301106035504070c0a4bc3b862656e6861766e31213011060355040a0c18
4469676974616Cc69736572696€677373747972656Cc73656e310c300a060355040b0c034b45413118301606035504030
cOf444b54422049737375696€67204341301e170d3235303631383134323335315a170d323630363138313432333531
5a3074310b300906035504061302444b3113301106035504070c0a4bc3b862656€6861766€3121301106035504020c1
84469676974616c69736572696€677373747972656Cc73656e€310Cc300a060355040b0c034b45413111301d0603550403
0c16444b54422043726564656e7469616c204973737565723059301306072a8648ce3d020106082a8648ce3d0301070
34200042470559fa910bb964a9f3485act2cb7c75c45fa6715a585Ff112e4c51bb0e3313deld4cf4cct3902ef254dbbf
0cfa6047709175654cb6f78a98b3b0f63da70811fa3673065300e0603551d0f01011104040302078030110603551d230
41830168014a22955e9f54a54369a6ede5b10d7b010e096fde2301d0603551d0e04160414305280042225ec41f3766d
c2f773fb8al1549f2b430130603551d25040c300206082b06010505070303300206082a8648ce3d04030203480030450
22100cfa706ca2b600c741805f9fceed5b65b0e2c27225a81331688496a61ceddc9ac220152a4161cf345471fe9a85
6095e4550c5ea339555af4e538ffcc9c3de75392b0"

}, // Payload, i.e. Mobile Security Object
h'd8185903aba7677665727369616€63312e3061T646967657374416c6761726974686d675348412d3235366c76616C7
56544696765737473a2781a65752e6575726170612e65632e657564692e7069642e646b2e31a1015820fd8c70c76cea
3ab2db22d2df67916ea13059b10bd83549afd03d1559bF3bf0a77765752e6575726170612e65632e657564692e70696
42e31a2025820086b9cbff20868610f955c5657a4822d780d2aeb5+fb8a8ed8fe6c3143861e97d0358203c8e590356de
4dffd6020b4271fdObc40f8b5d77294eb7bc5653c3ala5e8e8d70458209906526ddf196b5f2fcd7e30eeblc0378a49d
d456f0cdcfaZ7cc4fb8e449e242d0558205441078133758a3f08d83dadclec7tb9b028caed8220c926e21a6353d0c961
4206582082e2119797516c4692a39d1f1d6509d1986830260c7847eebfcl1b307674bebdc07582034Fb4a6fblff8a38b
efda406175e35c3914369056eca8ad1844518c2c34176e908582051f03313d7378fbb348e254637e141d41f98681f1c
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713aclafd46c9fdeb463010958200db9f87aac31b84c8c4dc955569a8b6e9a0fa71d5fcdf461a210a28dc45bb1590a5
82064a1526892d461eef95814898b767b156414d605a3bc26845e9a4ec237505a1e0b58202ca0f9083ad2a788b9c85¢e
do7736da5e7d76c3dff4ccbc4cf6elb5dca5d4e76d6d6465766963654b6579496e6661a2696465766963654b6579a50
1022001215820dd93f1a501255ad32319ebc2c35¢cb17cd9013270de8eb7b52c10bf70fe9553362258209002Ffabd542
1b@dbced873753ed37a704c047c411813080c392c0db33eccfPaf326716b6579417574686172697a6174696f6e73al6
26e616d6553706163657382781a65752e6575726170612e65632e657564692e7069642e646b2e317765752e6575726F
70612e65632e657564692e7069642e3167646163547970657765752e6575726170612e65632e657564692e7069642e3
16C76616c6964697479496e6661a3667369676e6564c074323032362d30332d31305430303230303a3030526976616¢C
6964467261T6dc074323032362d30332d313054303032a30303a30305a6a76616c6964556e74696cc074323032372d303
32d31305430303a30303a30305a66737461747573a16b7374617475735¥6Cc697374a26369647819186463757269785a
68747470733a2f21646b74622d6973737565722d63646e2e746573742e6d79726163646e2e63616d217374617475732
d6c697374732136326235626430662d666365352d343066652d383737642d616431303235373633653933",
//Signature

h'23ac405b2c19e766348745be0@07592cedb5bcf8a0dfabbf51d7c76c53191dc02b49a051931354095Fd2b59¢c227e15
7f0c4b309f3af275caad7180efc5a0boc19’

]

¥

"deviceSigned": {
"nameSpaces": 24(<< { } >>),
"deviceAuth": {

"deviceSignature": [6 h'ale126', // Protected header: CBOR encoding of {1:
-7}, i.e. alg id = ES256
{1} // Unprotected header, empty
null,

h'a03209abae@0d9ffdb55e703bc9925351257841e3cf3e31d62136049a902bbf178fclcbfl6ed132f329322eafa52d
5226729880ad45d4e539cd38ee472bb5e4f"’

]
}
¥
}
1,

"status": @ // Device response status: OK

If the Verifier has successfully processed the Authorization Response (according to Appendix D: Validation of
OID4VP Authorization Responses), it MUST respond with an HTTP 200 status code with Content-Type of
application/json and a JSON object in the response body. If the same-device flow is used, the redirect_uri
and browser claims MUST be included in the JSON-object as described in 4.3.1.1. In case of validation error(s),
the Verifier MUST instead respond with an error response (HTTP 400) and include a user-friendly error description.
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10 Appendix F: OID4VP example for [AVP]

This section will give a detailed example of presenting PoA over the OID4VP protocol according to [AVP], using the
sample Verifier application provided by the European Commission [AVV].

The following section is based on and aligned with the EU Age Verification Profile [AVP], ensuring consistency with
the EU approach to online age verification and the interoperability profile developed in this context. This includes
specific requirements for the implementation of the OID4VP protocol.

10.1 Authorization Request

A Verifier can request a PoA by making an Authorization Request as shown below. Specifically, the following
requests the user to present the age_over_18 attribute from their PoA in the ISO mdoc format (as specified by
the contents of dcql_query). The Authorization Request below should be presented to the User either as a
(navigable) link or rendered as a QR code that can be scanned by the User’s device. The example has been
indented and URL decoded for readability.

av://?
response_type=vp_token
&response_mode=direct_post
&client_id= redirect_uri:https://verifier-backend.ageverification.dev/wallet/direct_post/
ktTY6nFkVdv20Amkqt6pAEQQAUiLPY8P1CjRrhHW36AQrrIYtOfREVXIOKIrPwOITEAPOH_OWI3xhw2 -qyrKung
&response_uri= https://verifier-backend.ageverification.dev/wallet/direct_post/
ktTY6nFkVdv20Amkqt6pAEQQAUiIPY8P1CjRrhHW36AQrrIYtOfREVXIOKIrPWOITEAPOH_BWI3xhw2 -qyrkKung
&dcql_query={
"credentials": [
{
"id": "proof_of_age",
"format": "mso_mdoc",
"meta": {
"doctype_value": "eu.europa.ec.av.l"
¥
"claims": [
{
"path": [
"eu.europa.ec.av.1l",

"age_over_18"

}
&nonce=0493288b-478e-4aef-beb2-1f71931fc2603

&state=ktTY6nFkVdv20Amkqt6pAEQQAUiPY8P1CjRrhHW36AQrrIYtOfREVXIOKIrPwOITEAPOH_OWI3xhw2 -qyrKung
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See section 4.2 for a description of the included parameters. Note that in this example correlation to a specific
request/transaction is obtained by including an identifier ("ktTY6...") in the response URI, which is a valid
alternative to using state. Both are included in the example for completeness.

10.2 Authorization Response

In response to the example Authorization Request above, AltID responds with the following:

POST /wallet/direct_post/ktTY6... HTTP/1.1
Host: verifier-backend.ageverification.dev
Content-Type: application/x-www-form-urlencoded

state=ktTY6nFkvdv20Amkqt6pAEQQAUiPY8P1CiRrhHW36AQrrIYtOFREVXIOKIrPWOITEAPOH_OWI3xhw2 -qyrKung

&vp_token=
02d2ZXJzaW9uYzEuMG1kb2N1bWVudHOBo2dkb2NUeXB1cWV1LmV1cmOwYS51Yy5hdidxbGlzc3V1c1NpZ251ZKIgqbmFtZVNwYWN1c6FxZXU
uZXVyb3BhLmVjLmF2LjGB2BhYT6R0ZG1nZXNOSUQEZnIhbmRvbVBx12rgO0ACXMK -
K4RbPc7RcWVsZW11bnRIZGVudGlmaWVya2FnZV9vdmVyXzE4bGVsZW11bnRWYWx1ZfVqaXNzdWVyQXV@aIRDoQEmoRghWQIOMIICSjCCAfC
gAWIBAgIUQkfIkGIcupTqga_SxzWOB14Nsvc8wCgYIKoZIzjOEAWIWbTELMAKGALUEBhMCRE SXEZARBENVBACMCkvDUGI1bmhhdm4xITAfBg
NVBAOMGERpZ210YWxpc2VyaW5nc3N@eXJ 1bHN1bjEMMA0GA1UECwwDSOVBMRgWF gYDVQQDDASESIRCIE1Zc3VpbmcgQOEWHhCcNMjUWNGE4M
TQyMzUxWhcNMjYwNJ E4MTQyMzUxWjBOMQswCQYDVQQGEwWIESzETMBEGALUEBwWKS804YmVuaGF2bjEhMB8GALUECgWYRG1naXRhbG1zZXJp
bmdzc3R5cmVs c2VuMQwwCgYDVQQLDANLRUExHZAdBgNVBAMMFKRLVEIgQ331ZGVudG1hbCBIc3N1ZXIWWTATBgcqhk jOPQIBBggqhkjOPQM
BBWNCAASkcFWfqRC71kqfNIWs8st8dcRfpnFaWF8RLkxRuw4zE94UTPTM85Au81Tbvwz6YEdwkXV1TLb3ipizsPY9pwgfo2cwZTAOBENVHQ
8BAf8EBAMCB4AWHWYDVROjBBgwFoAU0ilV6fVKVDaabt5bENewEOCW_eIwHQYDVROOBBYEFDBSgAQiJexB83Ztwvdz -
40VSTKOMBMGA1Ud JQQMMAOGCCSsGAQUFBWMDMAOGCCqGSM4A9BAMCAGEAMEUCIQDPpwbKK2AMdBgF -
fzuRbZbDiwnI1lgBM_aISWphztDIrAIgFSpBYc80OVHH-
moVgleRVDF6j0VVa90U4_8ycPedTkrBZAqPYGFkCngzZndmVyc21vbmMxLjBvZG1nZXNOQWxnb3JpdGhtZINIQSOYNTZsdmFsdWVEaWd1lc3R
zoXF1dS51dXJvcGEUZWMuYXYuMakBWCBmM93skX28Yj30_G93i9T3WMfdigWUueNhAp2exRgB7cAJYIK73eOP -
kfwNPGjHugLXINgmFbAZthjpRL-1PQOODbLBA1ggmxaiVxiXIINyFhbYVKNgZYmBOPD_CmG9-ggv3-
RRVEMEWCCFY8jdWZtLgBwFTdrt2LUH2g8kn2tpNTaSKvuIxQteIwVYINxhzP4pshcAYZnT42NohAczvs2exLnvLULmejhjymY2B1ggOnERd
9s2V9bAQRyOxdh -
_8Vgma9fne_hQvDUChiCPaO@HWCC1leUMeOd1px2LRevI9C1b2sLYyYAs9t88AbmeWR5ItyQhYIOMQTZxZ_hGuinCLhog6QNyP20VGj50IPcn
WSJJIfvFdoCVggAjnlXsFaSwetb-2Rg_Bu3NDV_-
BtdPPzOpgICNtK4QdtZGV2aWN1S2V5SW5mb6IpZGV2aWN1S2V5pQECIAEhWCCO4B2AigIvEauRoxhNAhDNBt5Q9h0SVQpbc6HrQ39WcSIYI
GkAg8x6uoRNaL9Ph7nRvcTTWcWO5-z6ZDE30zA-
U_tPAyZxa2V5QXV0aG9yaXphdGlvbnOham5hbWVTcGFjZXOBcWV1LmMV1cmOwYS51Yy5hdidxZ2RvY1R5cGVXZXUUZXVyb3BhLmVjLmF2LjF
sdmFsaWRpdH13bmZvo2ZzaWduZWTAdDIwM]YtMDQtMDAUMDA6MDA6MDBaaXZhbGlkRnIvbcBOMjAYyNiOWNCOWN1QWMDowMDowMFpgdmFsal
RVbnRpbMBOMjAyNiOwWNSOWN1QWMDowMDowMFpYQJIH-7SFWi3EH6SYKvZzpFGsiBSs60p7gPyqiSiSRRINr31hgMtKauSaR -
g111HayuUXdD71i5ffiQ2aAwvlR_K_4ZsZGV2aWN1lu21nbmVkompuYW11U3BhY2Vz2BhBoGpkZXZpY2VBdXRoOWIkZXZpY2VTaWduYXR1cmi
EQ6EBIqD2WED81 -
IXxbUGKtXWI1L3bL1Gwrvgcs_SyS8vMjmDuCSrGG84ftLLyVePwkEafrhsDOAZpu_24rrXXxi02XgEEYYq_9ZnNOYXR1cwA

The VP Token, which contains the requested PoA, is a Base64Url-encoding of a mdoc DeviceResponse (as
CBOR). The contents are shown in CBOR annotation below.

DeviceResponse = {

"version" : tstr, ; Version, always "1.0" for AltID
? "documents" : [+Document], ; Always exactly one document for AltID
"status" : uint ; Status code
}
{
"version": "1.0",
"documents": [
{
"docType": "eu.europa.ec.av.1l",

"issuerSigned": {
"nameSpaces": {
"eu.europa.ec.av.1": [
24(<<
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"digestID": 4,
"random": h'71976ae03b4002c4c2be2b845b3dcedl’,
"elementIdentifier": "age_over_18",
"elementValue": true

}

>>)

1

}J
"issuerAuth": [ //COSE_Signl signature

h'ale126',

{

33: //X.509 certificate chain
h'30820242308201f0200302010202144247c890625cba94eabbf4blcd6d0197836cbdct300206082a8648ce3d040302306d310b300
906035504061302444b3113301106035504070c0a4bc3b862656e6861766€31213011060355040a0c184469676974616Cc6973657269
6e677373747972656Cc73656€310c300a060355040b0c034b45413118301606035504030c01444b54422049737375696€67204341301
€170d32353036313831343233353152170d323630363138313432333531523074310b300906035504061302444b3113301106035504
070c0adbc3b862656e6861766€3121301f060355040a0c184469676974616c69736572696e677373747972656c73656e310Cc300a060
355040b0c034b45413111301d06035504030c16444b54422043726564656€7469616Cc204973737565723059301306072a8648ce3d02
010608228648ce3d03010703420004a470559fa910bb964a9f3485acf2cb7c75c45fa6715a585f112e4c51bboe3313del44cfdaccf39
02ef254dbbfocfa6047709175654cb6+78a98b3b0f63da7081fa3673065300e0603551d0101011104040302078030110603551d2304
1830168014a22955e9f54a54369a6ede5b10d7b010e096fde2301d0603551d0e04160414305280042225ec41f3766dc2f773fb8al54
9f2b430130603551d25040¢300206082b06010505070303300206082a8648Cce3d0403020348003045022100cfa706ca2b600c741805
f9fceed45b65b0e2c27225a81331688496a61ceddc9ac0220152a4161cf345471fe9a856095e4550c5ea339555af4e538ffcc9c3de75
392b0"

}, // Payload, i.e. Mobile Security Object
h'd81859029ea6677665727369616e63312e3061646967657374416c6761T726974686d675348412d3235366Cc76616C7565446967657
37473a17165752e6575726170612e65632€61762e31a901582066177b245f61188f73bf1lbdde2f53dd631176281652e78d840a767b1
46007b70025820aef778e3fe91fc0d3c68c7bav2d7d4d82615b019b618e944bfb53d03b40db2c10358209b16a25718972483721616d
8543360658981 f4f0ff0a61bdfan82fdfe451be030458209f63c8dd599b4b801c054ddaedd8b507daaf249f6b693536922afb89c50b
5e23055820dc61ccfe29b217006199d3e36368840733becd9ec4b9ef2d42e67a3863cab66360658203a711177db3657d6c0411cbacsd
87effc56099af5f9defeld2f0d40a1882d1ad075820b579431e39dd69c762d17af27dOb56F6bOb632600b3db7cf006€679647922dc9
085820e9904d9c59fellae8a708b868abad0dc8fd8e546819a083dc9d648925Ffbc577d0958200239F55ec15a4b07ad6fed9183f06ed
cdod5ffe06d74f313d2980808db4ael076d6465766963654b6579496e666Ta2696465766963654b6579a501022001215820b4e01d80
82022111ab91a3184d0210cdo6de50f61d12550a5b73al1eb437f5671225820690083cc7aba844d68bf4f87b9d1bdc4d359c58ee7ect
2643137a3303e53fb410326716b6579417574686172697a6174696F6€73a16a6e616d65537061636573817165752e6575726F70612e
65632€61762e3167646163547970657165752e6575726170612e65632€61762e316C76616c6964697479496€6661a3667369676€656
4c074323032362d30342d30375430303230303a30305a6976616c696446726F6dc074323032362d30342d30375430303230303a3030
526a76616c6964556e74696cc074323032362d30352d30375430303a30303a30305a ',

// Signature
h'91feed21568b7107eac6@abf3ad51ac8814ace8ea7b80fcaa89289245120daf7d6180cb4a69449a47e8359651dac945ddofb962e5
f7e2436680c2fd51fcaff86’

1

})

"deviceSigned": {
"nameSpaces": 24(<< { } >>),
"deviceAuth": {

"deviceSignature": [

h'ale126', // Protected header: CBOR encoding of {1: -7}, i.e. alg id = ES256

{1} // Unprotected header, empty

null,
h'fc97e2316d418ab715a52f76cb946c2bbe@72cfd2c92f21323983b824ab1861387ed2cbc9578fc2411a7eb86cOced19abeff6e2ba
d75f188ed9780411862affd"’

1

}
}
}
]J

"status": @ // Device response status: OK
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If the Verifier has successfully processed the Authorization Response (according to Appendix D: Validation of
OID4VP Authorization Responses), it MUST respond with an HTTP 200 status code with Content-Type of
application/json and a JSON object in the response body. If the same-device flow is used, the redirect_uri
and browser claims MUST be included in the JSON-object as described in 4.3.1.1. In case of validation error(s),

the Verifier MUST instead respond with an error response (HTTP 400) and include a user-friendly error description.
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11 Appendix G: Issuer Auth certificate chain and issuer signature validation

When receiving an attestation, Verifiers MUST validate the signature (IssuerAuth) using the public key in the first
certificate included in IssuerAuth, which is the attestation signing certificate.

11.1 Extracting the signing certificate

The signing certificate is included in the unprotected header in the COSE signature (IssuerAuth), in parameter
x5chain (label 33).

In general, this header contains this CBOR structure:
x5chain (33): bstr (single cert) or [+ bstr] (chain)
Verifiers MUST support both single certificate (bstr) and chain (array of bstr) formats.

11.2 Trust
In addition to validating the signature, Verifiers MUST ensure that the signing certificate is trusted. The method for

deciding trust depends on the use case:

A. Verifiers that need to validate PoA attestations from EU citizens
B. Verifiers that only need to validate AltID attestations

In both cases Verifiers must build a set of trusted certificates (the trust list) on which the trust validation is based.
This trust list may in general contain both root, intermediate, and leaf certificates. A signing certificate is trusted if:

e The signing certificate is included as leaf certificate in the trust list

e Avalid certificate chain including the signing certificate as leaf can be built that terminates with either
e an intermediate CA certificate in the trust list OR
e aroot CA certificate in the trust list

Building such certificate chains correctly is complicated and Verifiers SHOULD use standard software for this
purpose, such as system packages System.Security.Cryptography.X509Certificates (.NET) or
java.security/javax.security (Java) or dedicated libraries such as BouncyCastle [BC] to ensure that chain building
and validation conforms to [RFC5280].

11.3 Trust lists

As mentioned, trust lists may be constructed from different sources, depending on the Verifier’'s use case.

11.3.1 Trust lists for EU PoA attestations

When Verifiers build the trust list artefact in their implementation and wishes to support attestations issued from
multiple EU member states (use case A), it MUST be based on the trust list sighed XML-files published by EU.

The EU Age Verification Trusted List can be found at the locations provided in Table 12 below.
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Environment EU trust list source

Test and development https://acceptance.eidas.ec.europa.eu/efda/trust-services/browse/av-tl

Production https://eidas.ec.europa.eu/efda/trust-services/browse/av-tl

Table 12: EU Age Verification Trusted List locations

When Verifiers retrieve the XML-file, they MUST verify its signature, and extract certificates to add to internal trust
list from the data structure, only including certificates for the age verification service type identifier
http://ec.europa.eu/tools/lotl/av/TrstSvc/Svctype/PAA.

Note, that the description here is not a complete description of controls that MUST be performed by Verifiers that
implement EU XML trust list handling. We refer to guidelines published by EU, see links in Table 12.

11.3.2 Trust lists for AltID attestations

When Verifiers build the trust list artefact in their implementation and wishes only to support AltID attestations,
they MAY also use the EU published trust lists, and restrict included certificates to those valid, and from
TrustServiceProvider Digitaliseringsstyrelsen by only considering TrustServiceProvider elements with
TSPTradeName VATDK-34051178. Note, that handling of EU published trust lists also in this case MUST conform
to guidelines published by EU, see links in Table 12.

Verifiers MAY also directly include certificates listed in in Table 13 below.

Environment Certificates to trust
Test and development Issuer: C=DK, L=Kgbenhavn, O=Digitaliseringsstyrelsen, OU=KEA, CN=DKTB Issuing
CA
Validity

Not Before: Jun 18 14:23:51 2025 GMT
Not After : Jun 18 14:23:51 2026 GMT

Subject: C=DK, L=Kgbenhavn, O=Digitaliseringsstyrelsen, OU=KEA, CN=DKTB
Credential Issuer

MIICSjCCAfCgAwWIBAGIUQkfIkGIcupTga/SxzWOB14Nsvc8wCgYIKoZIzjOEAWIW
bTELMAKGALUEBhMCRESxEzARBgNVBAcMCkvDuGJ1bmhhdm4xITAfBgNVBAOMGERp
Z210YWxpc2VyaW5nc3N@eXJI1bHN1bjEMMAoGALUECWwWDSOVBMRgWFgYDVQQDDASE
S1RCIE1zc3VpbmcgQOEwHhcNMjUWNGEAMTQyMzUXWhcNMjYwWNGEAMTQyMzUXIWjBO
MQswCQYDVQQGEwJIESzETMBEGA1UEBwWwKS804YmVuaGF2bjEhMB8GAIUECEWYRG1Nn
aXRhbG1zZXJIpbmdzc3R5cmVsc2VuMQwwCgYDVQQLDANLRUExHzAdBgNVBAMMFKRL
VEIgQ331ZGVudGlhbCBIc3N1ZXIwWTATBgcqhkjOPQIBBggqhkjOPQMBBWNCAASK
cFWfgRC71kqfNIWs8st8dcRfpnFaWF8RLkxRuw4dzE9Q4UTPTM85Au81Tbvwz6YEdw

kXV1TLb3ipizsPY9pwgfo2cwZTAOBgNVHQ8BATS8EBAMCB4AWHWYDVROjBBgwWFoAU
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011V6fVKVDaabt5bENewEOCW/eIWHQYDVROOBBYEFDBSgAQiJexB83Ztwvdz+40V
STKOMBMGA1Ud JQQMMA0GCCsGAQUFBWMDMA0GCCqGSM49BAMCAOEAMEUCIQDPpwbK
K2AMdBgF+fzuRbZbDiwnI1gBM/aISWphztDIrAIgFSpBYc80VHH+moVgleRVDF6]

0VVaoou4/8ycPedTkrA=

Production

<Not yet determined>

Table 13: Trust list certificates for AltID attestations

Since issuer certificates published for AltID are leaf certificates, Verifiers SHOULD monitor publication of new
certificates either in the EU trust lists (Table 12) or in updates of this document. Verifiers MUST prepare their
implementation to handle multiple certificates in the trust list. Digitaliseringsstyrelsen will publish new issuer
certificates at least 3 months before AltID will begin using it for issuing attestations.

Information about the certificates used in the production environment will be included in this section at a later

point.
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