[image: Logo: Agency for Digital Government]
	
	28. november 2025



Questions - Market Dialogue regarding Trust Services

Introduction
The Agency for Digital Government (DIGST) wishes to conduct a market dialogue to access the availability of generally available Hardware and Software components required to support our Trust Services.
As part of the market dialogue, suppliers are invited to answer the questions set out in section 5.1 to 5.7. The Agency does not expect extensive responses but appreciates that suppliers prioritise answering all questions relevant to them, thereby enabling broad feedback from the market.
We are looking for off the shelf hardware components with the required functionality and certifications to provide eIDAS2 compliant solutions.
We are interested in a dialogue around:
· Functionality – Scope of Delivery
· Support and consultancy offerings
· Pricing model
· Certifications: CC / EUCC
Trust Services currently provided
We are currently providing the following Trust Services:
· Issuance of Qualified and Non-Qualified Certificates for Electronic Signatures and Seals
· Creation of Qualified Time Stamps
· Creation of electronic signatures or electronic seals
· Management of remote electronic signature creation devices and remote electronic seal creation devices
· Qualified Validation of Certificates, Electronic Signatures, Electronic Seals and Time Stamps
Services provided by DIGST using Trust Services
eID Services and eID brokers create electronic signatures based on certificates provided by the trust services and are using HSM modules to protect the private key.
Current setup
The current setup is placed in two separate data centres in a highly available configuration.
CA component
Appliance solution from KeyFactor ("EJBCA Hardware Appliance") with multiple Utimaco CP5 PCI plug-in cards.
The Root CA and Issuing CA are using separate appliances. The root CA is offline.
The Timestamp component
Appliance solution from KeyFactor using Utimaco CP5 PCI plug-in card.
The signing component
Cryptomathic Signer 5 in standalone server with Utimaco eIDAS Compliant network HSM appliance.
The HSM appliance are CC certified according to the eIDAS Protection Profile (PP) EN 419 221-5 “Cryptographic Module for Trust Services”. The SAM Module is supplied with Cryptomathic Signer 5 with the appropriate CC Certification.
Questions
[bookmark: _Ref214884484]Remote Management
Today Appliances (CA, Time Stamp, Signing-QSCD) are all placed in a special cage in the data centres with dual access control, i.e. securing that no one can be alone in the cage.
Configuration and operational procedures are carried out by personnel being physically present in the cage.
The Agency aims to open for remote management, thus limiting the requirement of being physically present in the data centre. 
In this context, remote administration means the ability to:
· Carry out key ceremonies without physical access to HSM hardware, e.g. by using a "remote Pin Entry Device" or similar.
· Perform operational tasks such as configuration changes, backup/restore, etc.
	Q1: Please explain how your solution can be remotely managed and still adhere to eIDAS2/ETSI requirements for trust services, including management of CC key material.

	[bookmark: Tekst1]Supplier Answer:      



CA
The Agency wishes to continue the current Root CA and Issuing CA’s, where the CA key is to be migrated to a new HSM without compromising the key's certification level. 
This model for continuation is important in order to avoid a large scale certificate replacement across both the public and private sector I Denmark.
	Q2: How can such a continuation be realized using your HSM product(s)? Which HSM products will the CA key be transferable to?

	[bookmark: Tekst2]Supplier Answer:      



	Q3: Please describe your recommendation for CA Software and associated HSM’s going forward?

	[bookmark: Tekst3]Supplier Answer:      



Remote Signing solution
The Agency wishes to move from the existing solution based on current Cryptomathic (Signer 5) based solution to a Cloud Signatory Consortium (CSC) based solution.
	Q4: Please describe your eIDAS 2 compliant CSC V2 based remote signing solution, including Signing Software, SAM Module and QSCD. 

	[bookmark: Tekst4]Supplier Answer:      



	Q5: Please describe your roadmap for remote signing using the EUDI Wallet.

	[bookmark: Tekst5]Supplier Answer:      



Remote EUDI Wallet WSCD/WSCA
	Q6: Please describe you plans to support remote HSM based WSCD/WSCA implementation.

	[bookmark: Tekst6]Supplier Answer:      



Certification roadmap
eIDAS2 certifications

	Q7: Please describe your roadmap for CC/EUCC certification of your products according to eIDAS2. The roadmap must indicate expected timeline for milestones.

	[bookmark: Tekst7]Supplier Answer:      


Cyber Resilience Act (CRA) certifications
	Q8: Please describe your plans to certify your products as CRA “Class I” Products. The roadmap must indicate expected timeline for milestones.

	[bookmark: Tekst8]Supplier Answer:      



Support for development and test
We are using several environments to support development and test.
	Q9: Please describe how this can be supported in a cost-effective manner, e.g.
· Availability of Software simulated HSM for development
· Sharing of HSM Modules between environments/applications. Can we share one HSM to support CA/Signing/Time Stamp/Validation etc.?

	[bookmark: Tekst9]Supplier Answer:      



[bookmark: _Ref214884491]Network appliances vs PCI cards in servers
	Q10: Please explain the pro and cons of using network appliances vs PCI cards in (appliance) servers

	[bookmark: Tekst10]Supplier Answer:      
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