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This document defines requirements for bootstrap tokens to be used within Danish
eGovernment.

In this profile, a bootstrap token is aspecial SAML 2.0 assertion that represents a user
(contains claims about a user) and which can be exchanged at a specific Security
Token Service for other tokens (called identity or access tokens) which in turn
provides access to actual services.

In abrowser web SSO scenario, a bootstrap token can be embedded in the SAML 2.0
authentication assertion obtained during web browser SSO; see [O1O0-SAML-SSQO].
The bootstrap token is embedded via a special attribute (called the DiscoveryEPR
attribute) in the surrounding authentication assertion. The bootstrap token identifies
the user to a Liberty Discovery Service or aWS-Trust Security Token Service (STS),
and a Service Provider can exchange the bootstrap token for a new identity / access
token which in turn makes it possible to invoke a remote web service on the user’s
behalf (so-called identity-based web services).

Bootstrapping al so takes place in other scenarios for example involving so-called rich
clients. Here arich client may need to invoke foreign services on the user’ s behalf,
and it may use a bootstrap token to contact an STS to get an identity / access token to
use for invoking the service. How arich client obtains a bootstrap token is not
specified by the OIOIDWS profiles as needs vary widely in local deployments. This
profile mainly applies to situations where the IdP and STS belong to different trust
domains; if the IdP and STS are deployed side-by-side in an organization, private
bootstrap tokens may be used between 1dP and STS.

The reader is assumed to be familiar with the OIOSAML profile.

Characteristics of bootstrap tokens
The following are characteristics of bootstrap tokens:

e The bootstrap token isissued by an Identity Provider and contains information
about user identity (either direct identifiers or pseudonyms) — typically not
user access rights (which are placed in identity / access tokens).

e The bootstrap token is used by a Web Service Consumer (WSC) to contact a
WS-Trust Security Token Service or Liberty Discovery Service (DS) in order
to get an access token issued to an identity-based web service (provided by a
Web Service Provider (WSP)).

e The bootstrap token can be used as parameter in aWS-Trust call as described
inthe OIO WS-Trust profile or in the Liberty Discovery Protocol.

¢ Inweb SSO scenarios, the bootstrap token isissued by an Identity Provider
and isincluded as an attribute in the SAML authentication assertion issued
during web SSO.



e An STSand Identity Provider may have a close relationship (e.g. co-located
or part of the same logical system) or be more distributed (e.g. two separate
organizations with trust rel ationships established).

o Itisdesirablethat the STS/ DS only issues access tokens if the user has an
active session with the IdP. Thus the STS may contact the 1dP to confirm this
(viasome private protocol) or the STS may rely on the time when the
bootstrap token was issued or will expire to establish whether the user had a
session recently.

Related profiles
A number of other documents and profiles are closely related:

e The[Scenarios] document describes the overall business goals and
reguirements and shows how the different Ol O profiles are combined to
achieve these.

e The OIO Web SSO SAML profile [OIO-SAML-SSO] specifiesa SAML 2.0
profile for web SSO. The authentication assertions described in this profile
may contain bootstrap tokens defined by this profile. Several elements from
the authentication assertion profile are re-used in this profile.

Assumptions
The profile builds on the following assumptions:

e An STSor DSreceiving a bootstrap token trusts the Identity Provider to assert
the user identity.

o If anIdentity Provider in abrowser scenario issues a SAML SSO assertion
during user login, it knows which potential Security Token Services the
Services Provider later needs to invoke to obtain access/ identity tokens.

e The ldentity Provider knows the user identity at the Security Token Services
who will be using the bootstrap token.

e |tisnot aproblem that the Web Service Consumer / Service Provider can
learn the user 1D at the STS from the bootstrap token*.

The above assumptions generally hold true in Danish eGovernment scenarios. In other
cases, one would have to introduce a second STS or DS in the architecture to broker
trust and map identities; the first STS/ DS would be co-located with the |dP and issue

! The 1dP cannot easily encrypt the token for the target STS audience since the individual STS
will have different public keys. The assumption that one bootstrap token should be used for a
several Security Token Services thus implies that encryption of the assertion or name
identifiersin the assertion is avoided.



tokens for the second STS/ DS, which would in turn issue an access token for the
desired service.



OIO bootstrap tokens MUST be SAML 2.0 assertions conforming to the requirements
for OIOSAML assertions for web SSO as defined in [O1O-SAML-SSO] chapters 7-9
unless explicitly stated otherwise below:

o Thetoken MUST be signed by the issuer.

e The<Conditions> element MUST include one <AudienceRestriction>
with the entity 1Ds of each potential Security Token Service that may later be
contacted by the Service Provider.

e The bootstrap token SHOULD not encrypted
(saml2:EncryptedAssertion) or contain encrypted identifiers.

e No SAML <AuthStatement> isalowed.

e The<AttributeStatement> MUST conform to the OCES attribute profile
or the persistent pseudonym profile described in [O1O-SAML-SSO].

e The bootstrap token should not itself include a Liberty Discovery EPR
attribute (the nesting level of tokens should be two amost corresponding to a
bootstrap token in an authentication assertion).

e Thebootstrap token MAY include private attributes (defined in a separate
namespace) that for example identifies the user session at the Identity Provider
(e.g. session index). This can be useful if an STS needs to query the Identity
Provider to obtain the state of the user’ s session before new tokens are issued.
Such attributes are considered private to |dP-STS implementations.

e Thelife-time of the token may be longer than SSO assertions (which are
typically only live afew minutes). The expiration policy isleft to concrete
implementations.

Processing rules
The STS or DS receiving the bootstrap token should validate it according normal
OIOSAML processing rules.
e It should check that it is mentioned in one of the <AudienceRestriction>
elements. A normal SSO assertion only contains one
<AudienceRestriction>.



A bootstrap token can be embedded in the SAML SSO Assertion via a special
attribute as described in [O1O-SAML-SSO]?.

The token's surrounding end-point reference SHOULD specify where it can be used,;
the end point references SHOULD be consistent with the token’ s audience restriction.

Further, it should be specified whether the token is destined for an STS or DS. The
<ServiceType> element will be suitable for thise.g.:

<ServiceType>urn: liberty:disco:2006-08</ServiceType>

and/or

<ServiceType>dk:gov:idws:sts</ServiceType>

Example
Below is shown a (simplified) example of an attribute embedding a bootstrap token:

<Attribute Name="urn:liberty:disco:2006-08:DiscoveryEPR"
NameFormat="'urn:oasis:names:tc:SAML:2_0:attrname-format:uri'>
<AttributeValue>
<wsa:EndpointReference>
<wsa:Address>https://someidp.com/sts</wsa:Address>
<wsa:Metadata>
<Abstract>
An STS reference
</Abstract>

<ServiceType>dk:gov:idws:sts</ServiceType>
<ProviderID>http://someidp.com</ProviderID>

<SecurityContext>
<SecurityMechlID>urn: liberty:security:2006-08:TLS:SAMLV2</SecurityMechlD>
<sec:Token ref="__._" usage="urn:liberty:security:tokenusage:2006-
08:SecurityToken">

<l--- Here comes the SAML Assertion / bootstrap token -->
<saml2:Assertion>
<saml2: Issuer>http://someidp.com</saml2: Issuer>
<ds:Signature>...</ds:Signature>

2 Thisisnot relevant in rich client scenarios.



<saml2:Subject>..</saml2:Subject>

<saml2:Conditions NotOnOrAfter="2008-08-01T21:42:437">
<saml2:AudienceRestriction>
<saml2:Audience>
http://someidp.com/sts
</saml2:Audience>
</saml2:AudienceRestriction>
</saml2:Conditions>
<saml2:AttributeStatement> ..</saml2:AttributeStatement>
</saml2:Assertion>
</sec:Token>
</SecurityContext>
</wsa:Metadata>
</wsa:EndpointReference>
</AttributeValue>
</Attribute>
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